i 'Es CALIFORNIA DEPARTMENT OF
G ENE F’E AL SE RV | C E S Governor Edmund G. Brown Jr.

February 12, 2018

Mr. Gregory Kiefer

Kiefer Consulting, Inc.

13405 Folsom Blvd., Suite 501
Folsom, CA 95630

Subject: RENEWAL of Kiefer Consulting, Inc.’s California Multiple Award Schedule (CMAS)

CMAS Number: 3-15-70-0506H, SUPPLEMENT NO. 1
CMAS Term Dates: June 26, 2015 through November 8, 2022
Base GSA Schedule No.: GS-35F-057AA

The State of California accepts your firm's offer and renews the attached California Multiple Award Schedule
(CMAS) for the term identified above. The CMAS has been awarded the same CMAS number as the
original CMAS. This CMAS number must be shown on each invoice rendered. Additionally, this letter shall
not be construed as a commitment to purchase any or all of the State's requirements from your firm. Prior
approval is required from the State for all news releases regarding this CMAS.

It is your firm's responsibility to furnish, upon request, a copy of this CMAS to State and local government
agencies. A copy of this CMAS can be obtained at caleprocure.ca.gov. A complete CMAS consists of the
following: 1) CMAS cover pages (which includes the signature page, ordering instructions and special
provisions, and any attachments or exhibits as prepared by the CMAS Unit), 2) CMAS terms and conditions,
3) Federal GSA (or Non-GSA) terms and conditions, and 4) product/service listing and prices. The CMAS

Unit strongly recommends that government agencies place orders with CMAS contractors who provide ALL
of the elements described above.

To manage this CMAS, contractors are directed to the "CMAS Management and Information Guide”, which
can be accessed at www.dgs.ca.gov/pd/programs/leveraged/cmas.aspx, then select “For
Suppliers/Contractors.” This guide covers topics such as CMAS Quarterly Reports, amendments,
extensions, renewals, CMAS contractor’s change in contact information, company name change requests,
and marketing your CMAS.

It is the CMAS contractor’'s responsibility to submit on a timely basis detailed CMAS Quarterly Reparts
(along with any applicable incentive fees).

THE NEXT QUARTERLY REPORT DUE FOR THIS CMAS IS @1-2018 (JAN-MAR)
DUE BY APR 15, 2018.

The "Approved CMAS Contractor" logo is only available to CMAS contract holders for display at
conferences or on other marketing material. A login and password is required to download the logo. Go
to www.dgs.ca.gov/pd/Resources/FormsResourcesLibrary.aspx , then select “Reference Material’; click on
“CMAS Logos” under the heading “Marketing Tools”. At the prompt, enter the login: “cmassupplier” and
the password: “cmas010194”.

Should you have any questions regarding this CMAS, please contact me at 916/375-4391. Thank you for
your continued cooperation and support of the CMAS Program.

Z

BRYA GGER, Pr m Analyst
California Multiple Award Schedules Unit

PROCUREMENT DIVISION | State of Californicr | Government Operations Agency
707 Third Street, 2nd Floor | West Sacramento, CA 95605 | £ 916.375.4365f 916.375.4643
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State of California

MULTIPLE AWARD SCHEDULE
Kiefer Consulting, Inc.

CMAS NUMBER: 3-15-70-0506H

SUPPLEMENT NO.: 1

CMAS TERM DATES: 6/26/2015 through 11/08/2022

CMAS CATEGORY: Information Technology Goods &
Services

APPLICABLE

TERMS & CONDITIONS: December 1, 2017

State Agencies: See Purchasing
MAXIMUM ORDER LIMIT: Authority Dollar Threshold provision
Local Government Agencies: Unlimited
FOR USE BY: State & Local Government Agencies
BASE GSA SCHEDULE NO.: | GS-35F-057AA

BASE SCHEDULE HOLDER: | OSAM Document Solutions Inc.

This CMAS provides for the purchase and warranty of software. (See
page 2 for the specific brands and restrictions applicable to this CMAS.)

NOTICE: Products and/or services on this CMAS may be available on a Mandatory Statewide Contracts. If this
is the case, the use of this CMAS is restricted unless the State agency has an approved exemption as explained
in the Statewide Contract User Instructions. Information regarding Statewide Contracts can be obtained at the
website: www.documents.dgs.ca.gov/pd/contracts/contractindexlisting.pdf. This requirement is not applicable to
local government entities.

The purpose of this supplement is to renew this CMAS through 11-08-2022. In addition, this supplement replaces
in its entirety Kiefer Consulting, Inc.’s existing California Multiple Award Schedule (CMAS) that expires on 2-28-
2018. The most current Ordering Instructions and Special Provisions, CMAS Terms and Conditions dated
December 1, 2017, and products and/or services are included herein. Please review these provisions carefully
because they may have changed since issuance of your last CMAS.

Agency non-compliance with the requirements of this CMAS may result in the loss of delegated authority to use
the CMAS program.

CMAS contractor non-compliance with the requirements of this CMAS may result in termination of the CMAS.

7 Effective Date: 2/12/2018
BRYAN DUGGER,,/P%gram Analyst, California Multiple Award Schedules Unit




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
KIEFER CONSULTING, INC.
CMAS NO. 3-15-70-0506H, SUPPLEMENT NO. 1

CMAS PRODUCT & SERVICE CODES

The CMAS Product & Service Codes listed below are for
marketing purposes only. Review this CMAS and the
base contract identified below for the products and/or
services available on this CMAS,

Brand-Avepoint
Brand-Nintex

Software
Software-Application
Software-Data Management
Software-Document Mgmt

AVAILABLE PRODUCTS AND/OR SERVICES

Only products from the manufacturer(s) listed below are
available within the scope of this CMAS:

AvePaint
Nintex

The ordering agency must verify all products and/or
services are currently available on the base GSA

schedule at the GSA elLibrary. Access the GSA eLibrary .

at www.gsaelibrary.gsa.gov.

EXCLUDED PRODUCTS AND/OR SERVICES

Software maintenance and Information Technology (IT)
consulfing services are not available under this CMAS.

CMAS BASE CONTRACT

This CMAS is based on some or all of the products
andfor services and prices from GSA Schedule No.
GS-35F-057AA (OSAM DOCUMENT SOLUTIONS
INC.) with a GSA term of 11/09/2017 through
11108/2022 including modification PO-0052,

Replace “OSAM Document Solutions Inc.” with’

“Kiefer Consulting, Inc.” where “OSAM Document
Solutions Inc.” is referenced in the federal GSA
multiple award Contract Terms and Conditions.

ISSUE PURCHASE ORDER TO

Agency purchase orders must be either mailed, faxed, or
emailed to the following:

Kiefer Consulting, Inc.

13405 Folsom Blvd., Suite 501
Folsom, CA 95630

Attn: Amy Hoffman

E-mail: ahoffman@kieferconsulting.com

Ordering Instructions and Special Provisions

Agencies with questions regarding products and/or
services may contact the CMAS contractor as follows:

Contact: Gregory Kiefer
Phone: {(916) 932-7220
E-mail: gkiefer@kieferconsulting.com

CALIFORNIA SELLER’'S PERMIT

Kiefer Consulting, inc.'s California Seller's Pemmit No. is
100236498, Prior to pfacing an order with this company,

_agencies must verify that this permit is still valid at the

following website: cdtfa.ca.gov/.
CMAS PRICES

The maximum prices allowed for the products and/or
services available in this CMAS are those set forth in the
base contract identified on page 2 of this CMAS,

The ordering agency is encouraged to seek prices lower
than those on this CMAS. When responding to an
agency's Request for Offer (RFQ), the CMAS contractor
can offer lower prices to be competitive.

WARRANTY
For warranties, see the federal GSA schedule and the

CMAS Terms and Conditions, General Provisions, CMAS
Warranty.

" DELIVERY

30 days after receipt of order, or as negotiated between
agency and CMAS contractor and included in the
purchase order, or as otherwise stipulated in the contract.

SHIPPING INSTRUCTIONS

F.O.B. (Free On Board) Destination. Seller pays the
freight charges.

PURCHASING AUTHORITY DOLLAR THRESHOLD

Unless otherwise determined by in individual ordering
agency purchasing authority, order limits for the purchase
of goods and/or services is:

Information Technology Goods and Services:
$500,000

No CMAS order may be executed by a State agency that
exceeds that agency’s purchasing authority threshold.




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
KIEFER CONSULTING, INC.
CMAS NO. 3-15-70-0506H, SUPPLEMENT NO. 1

HOW TO USE CMAS

Agencies must adhere to the detailed requirements in the
State Contracting Manual (SCM} when using CMAS. The
requirements for the following builets- are in the SCM,
Volume 2, Chapter 6 (for non-iT), the- SCM, Volume 3,
Chapter 6 (for IT}), and the SCM, Volume Fl$Cai Chapter
5 (FI$CaI)

» Develop a Request for Offer, which iricludes a

Scope of Work {SOW), and Bidder Declaration -

form. For information on the Bidder Declaration
requirements, see the SCM, Volume 2, Section
3.5.7 and Volume 3, Section 3.4.7.

» Search for potential CMAS contractors at
www.dgs.ca.govipd/Programs/l everaged/CMAS .a
spx, select “Find a CMAS Contractor.”

s Solicit offers from a minimum of 3 CMAS
contractors including one small business andfor
DVBE, if available, who are authorized to sell the
products and/or services needed.

» If soliciting offers from a certified DVBE, include the
Disabled Veteran Business Enterprise Declarations
form (Std. 843} in the Request for Offer. This
declaration must be completed and retumed by the

DVBE prime contractor andfor any DVBE.

subcontractors. (See the SCM Volumes 2, 3, and
FI$Cal, Chapter 3).

+ This is not a bid transaction, sc the small business
preference, DVBE participation goals, protest
language, intents to award, evaluation criteria,
advertising, etc., are not applicable.

+ If less than 3 offers are received, State agencies
must document their file with the reasons why the
other suppliers solicited did not respond with an

. offer.

+ Assess the offers received using best value
methodology, with cost as one of the criteria.

s Issue a Purchase Order to the selected CMAS
contractor.

« For CMAS transactions under $10,000 only one .

offer is required if the State agency can establish
and document that the price is fair and reasonable.
The fair and reasonable method can only be used
for non-customizable purchases.

Local govémments set their own order limits, and are not
bound by the order limits on the cover page of this CMAS.

SPLITTING ORDERS

' Splltbng orders to avoid any monetary Ilmltatlons is
pl’Ohlblted

Do not circumvent normal -procurement methods by
splitting purchases into a series of delegated purchase
orders, per Public Contract Code (PCC} § 10329).

Splitting a project into small projects to avoid either fiscal

or procedural controls is prohibited, State Administrative
Manual (SAM) § 4819.34).

Ordering Instructions and Special Provisions -

MINIMUM ORDER LIMITATION

The minimum doliar value of an order to be issued under
this CMAS is $1,000.00.

ORDERING PROCEDURES .
1. Purchase Orders - -

.Ail Ordering Agehcy purchase ‘order documents
executed under this CMAS must contain the
-applicable CMAS number as show on page 1.

1. - State Departments:

Std. 65 Purchase Documents - State
departments not transacting in FI$Cal must use
the Purchasing Authority Purchase Order (Std.
65) for purchase execution. An electronic
version of the Std. 65 is available at the DGS-
PD website at www.dgs.ca.gov/pd/Forms.aspx
(select Standard STD Forms).

FI$Cal Purchase Documents — State
- departments transacting in FI$Cal will follow the
FI$Cal  procurement and  contracting
procedures.

2. Local Governmental Departments:

Loca!l governmental agencies may use their own
purchase document for purchase execution.

The agency is required to complete and distribute
the purchase order. For services, the agency shall
modify the information contained on the order to
include the service period (start and end date), and
the monthly cost (or other intermittent cost), and any
other information pertinent to the services being
provided. The cost for each line item should be
included in the order, not just system totals.

The contractor must immediately reject purchase
orders that are not accurate. Discrepancies are to
be negotiated and incorporated into the purchase
order prior to the products and services being
delivered.

2. Service and Delivery after CMAS Expiration

. The purchase order must be issued before the
CMAS expires. However, delivery of the products or
completion of the services may be after the CMAS
expires (unless otherwise specifically stated in the
contract), but must be as provided for in the contract
and as specified in the purchase order.




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
KIEFER CONSULTING, INC.
CMAS NO. 3-15-70-0506H, SUPPLEMENT NO. 1

3. Multiple CMAS Agreements on a Single
Purchase Order

Agencies wishing to include multiple CMAS(s) on a
single FI$Cal purchase order must adhere to the
following guidelines;

« All CMAS must be for the same CMAS contractor,
+ The purchase order must go to one contractor
tocation.

+ Write the word “CMAS" in the space usually
reserved for the contract number. On Std. 65's, this
is at the top of the form. The word “CMAS" signifies
that the purchase order contains items from multiple
CMAS agreements. The purchasing agency may
only use one bill code.

+ For each individual CMAS (as differentiated by
alpha suffix), the agency must identify and group
together the CMAS number with the line items and
subtotal per CMAS number (do notinclude tax in the
subtotal), and sequentially identify each individual
CMAS as Sub #1, Sub #2, Sub #3, etc. This
facilitates accurate billing of admlnlstratlve fees by
the Progurement Division.

+ The total of all items on the purchase order must
not exceed the purchase order limit identified in the
CMAS.

» Do not combine items from both non-{T and
Information Technology CMAS(s}). A non-IT CMAS
begin with the number “4” and an Information
Technology CMAS begins with the number “3." The
purchase order limits are different for these two
types of CMAS agreements. -

4. Amendments to Agency's Purchase Orders

Agency purchase orders cannot be amended if the
CMAS has expired. :

The SCM, Volumes 2 & 3, Chapter 6.A5.0 and SCM,
Volume FI$Cal, Chapter 5.A4.0 provides the
following direction regarding amendments to all
types of CMAS purchase orders:

QOriginal orders, which include options for changes
{e.g., quantity or time), that were evaluated and
considered in the selection for award during the
RFO process, may be amended consistent with
the terms of the original order, provided that the
original order allowed for amendments. If the
original order did not evaluate options, then
amendments are not allowed unless an NCB is
approved for those amendments.

Ordering Instructions and Special Provisions

Amendments unique to non-IT services are covered
in the SCM, Volume 2, Chapter 6.82.9 and SCM,
Volume FI$Cal, Chapter 5.A4.1 as follows:

If the original contract permitied amendments, but
did not specify the changes (e.g., quantity and/or
time), it may be.amended. This only applies to the
first amendment. The time shall not exceed one
year, or add not more than 30% of the original
order value and may not exceed $250,000. If the
original contract did not have language permitting
amendments, the NCB process must be followed.

Also, see thé SCM, Vofumes 2 & 3, Chapter 8, Topic
6, for more informaticn on amending purchase
orders.

CMAS CONTRACTOR OWNERSHIP INFORMATION

Kiefer Consulting, Inc. is a certified small business
enterprise. Their Office of Smal! Business and DVBE
Services (OSDS) certification #7149 expires on
5/31/2019.

If this certification has expired, the current expiration date
for this company's cerlification should be verified at:
caleprocure.ca.gov/pagesiindex.aspx or by contacting
the Office of Small Business and DVBE Services at (916)
375-4940. Note that some companies have been
assigned a new certification number, so use the company
name and/or certification number when checking status
on-line.

SMALL BUSINESS MUST BE CONSIDERED

Prior to placing orders under the CMAS program, State
agencies shall whenever practicable first consider offers
from small businesses that have established CMAS
[Government Code (GC) § 14846(b)]. NOTE: The
Department of General Services auditors will request
substantiation of compliance with this requirement when
agency files are reviewed.

The following website lists CMAS small business and
Disabled Veteran Partners:

www.dgs.ca.gov/pd/Programs/L everaged/CMAS .aspx
then select “Find a CMAS Contractor”.

In response to our commitment to increase participation
by small businesses, the Department of General Services
waives the administrative fee (a fee currently charged
to customer agencies to support the CMAS program})
for orders to-certified small business enterprises,
See the cument fees in the DGS Price Book at:
www.dgs.ca.gov/ofs/Pricebook.aspx.




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
KIEFER CONSULTING, INC.
CMAS NO, 3-15-70-0506H, SUPPLEMENT NO. 1

SMALL BUSINESS/DVBE - TRACKING

State agencies are able to claim subcontracting dollars
towards their small business or DVBE goals whenever
the CMAS contractor subcontracts a commercially useful
function to a certified smafl business or DVBE. . The
CMAS contractor will provide the ordering agency with
the name of the small business or DVBE used and the
dollar amount the ordefing agency can apply towards its
small business or DVBE geal. -

SMALL BUSINESSIDVBE - SUBCONTRACTING

1. The amount an ordering agency can claim towards
achieving its small business or DVBE goals is the
dollar amount of the subcontract award made by the
CMAS contractor to each small business or DVBE.

2. The CMAS contractor will provide an ordering
agency with the following information at the time the
order is quoted:

a. The CMAS contractor will state that, as the prime
contractor, it shal! be responsible for the overall
execution of the fulfillment of the order.

b. The CMAS. contractor will indicate to the ordering
agency how the order meets the small business
or DVBE goal, as follows:

= Listthe name of each company that is certified by
the Office of Small Business and DVBE Services
that it intends to subcontract a commercially
useful function to; and

+ Include the small business or DVBE certification
number of each company listed, and attach a
copy of each certification; and -

+ Indicate the dolar amount of each subcontract
with a small business or DVBE that may be
claimed by the ordering agency towards the small
business or DVBE geal; and

« Indicate what commercially useful function the
small business or DVBE subcontractor will be
providing towards fulfillment of the order.

3. The ordering agency's purchase order must be
addressed to the prime Contractor, and the purchase
order must reference the information provided by the
prime Contractor-as cutlined above.

SPECIAL MANUFACTURED GOQDS
Any CMAS for goods to be manufactured by the CMAS

contractor specifically for the State and not suitable for
sale to others may require progress payments.

Ordering Instructions and Special Provisions

PRODUCTIVE USE REQUIREMENTS

The customer in-use requirement applies to all
procurements of information technology equipment and
software, per the SCM, Velume 3, Chapter 2, Section
2.86.2 and SCM, Volume FI$Cal, Chapter 2, Section
2.E3.2.

Each equipment or software component must be in

" current operation for a paying customer and the paying

customer must be external to the contractor's
organization {not owned by the contractor and not owning
thie contractor). .

To substantiate compliance with the Productive Use
Requirements, the CMAS contractor must provide upon
request the hame and address of a customer installation
and the name and telephone number of a contact person.

The elapsed time such equipment or software must have
been in operation is based upon the importance of the
equipment or software for system operation and its cost.
The following designates product categories and the
required pen'od of time for equipment or software
operation prior to approval of the replacement item on
CMAS,

Category 1 - Critical Software: Critical software is
software that is required to control the overall operation
of a computer system or peripheral equipment. Included
in this category are operating systems, data base
management systems, language interpreters,
assemblers and compilers, communications software,
and other essential system software.

Cost installation sﬁ;‘ﬁ ]
l‘g;; (r]%tggg 8 months & months
M Sioo0e . 4monhs  3montS
L;;‘.g,g:}%n 1 month 1 month

Category 2 - All Information Technology Equipment
and Non-Critical Software: Information technology
equipment is defined in State Administrative Manual
(SAM) § 48192,

Cost _Installation M
— _ Submission
More than 4 months
$100,000 6 months
$1 gi%%oolc‘)% to 4 months 3 months
L$e1sg lt)%%n 1 month 1 month




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
: KIEFER CONSULTING, INC.
CMAS NO. 3-15-70-0506H, SUPPLEMENT NO. 1

OPEN MARKET/INCIDENTAL, NON-SCHEDULE
ITEMS

The only time that open market/incidental, non-schedule
items may be included in a CMAS order-is when they fall
under the parameters of the Not Specifically Priced
(NSP) tems provision. If the NSP provision is not
included in the CMAS, or the products and/or services
required do not qualify under the parameters of the NSP
provision, the products and/or services must be procured
separate from CMAS, .

NOT SPECIFICALLY PRICED (NSP) iTEMS
.The NSP provision is not applicabie to this CMAS.

STATE AND LOCAL GOVERNMENTS CAN USE
CMAS

State and local govermment agency use of CMAS is
optional. A local government is any city, county, city and
county, district, or other local govemmental body or
corporation, including UC, CSU,

K-12 schools and community colleges empowered to
expend public funds. While the State makes this CMAS
available, each local govemment agency should make its
own determination whether the CMAS program is
consistent with their procurement policies and
regulations.

UPDATES AND/OR CHANGES

A CMAS amendment is not required for updates and/or '

changes once the update and/or change becomes
effective for the federal GSA schedule, except as follows:

« A CMAS amendment is required when the CMAS is
based on specific products andfor services from
another contractor's multiple award contract and the
contractor wants to add a new manufacturer's
products and/or services.

« A CMAS amendment is required for new federal
contract terms and conditions that constitute a
material difference from existing contract terms and
conditions. A material change has a potentially
significant effect on the delivery, quantity or quality
of items provided, the amount paid to the contractor
or on the cost to the State.

A CMAS amendmentis requiredlto update and/or change
terms and conditions and/or products and services based
on a non-federal GSA multiple award contract.

SELF-DELETING FEDERAL GSA TERMS AND
CONDITIONS

Instructions, or terms and conditions that appear in the
Special Items ar other provisions of the federal GSA and
apply to the purchase, license, or rental (as applicable) of
products or services by the U.S. Government in the
United States, and/or to any overseas location shall be
self-deleting.  {Example: "Examinations of Records”
provision).

Ordering Instructions and Special Provisions

Federal regulations and standards, such as Federal
Acquisition Regulation (FAR), Federal Information
Resources Management Regulation (FIRMR), Federal
Information Processing Standards (FIPS), General
Services Administration Regulation (GSAR), or Federal
Instaliment Payment Agreement {FIPA) shall be self-
deleting. Federal blanket orders and small order
procedures are not applicable. '

ORDER OF PRECEDENGE

The CMAS Terms and Conditions takes precedence if
there is a conflict between the terms and conditions of the
contractor's federal GSA, (or other multiple award
contract), packaging, invoices, catalogs, brochures,
technical data sheets or other documents (see CMAS
Terms and Conditions, CONFLICT OF TERMS).

APPLICABLE CODES. POLICIES AND GUIDELINES

All California codes, policies, and guidelines are
applicable. THE USE OF CMAS DOES NOT REDUCE
OR RELIEVE STATE AGENCIES OF THEIR
RESPONSIBILITY TO MEET STATEWIDE
REQUIREMENTS REGARDING CONTRACTING OR
THE PROCUREMENT OF GOCDS OR SERVICES.
Most procurement and contract codes, palicies, and
guidelines are incorporated into CMAS agreements.
Nonetheless, there is no guarantee that every possible
requirement that pertains to all the different and unique
State processes has been included.

PAYMENTS AND INVOICES

1. Payment Terms
Payment terms for this CMAS are net 45 days.

Payment will be made in accordance with the
provisions of the California Prompt Payment Act,
Govemment Code (GC) § 927 ef. seq. Unless
expressly exempted by statute, the Act requires
State agencies to pay properdy submitted,
undisputed invoices not more than 45 days after (i)
the date of acceptance of goods or performance of
services; or {ii) receipt of an undisputed invoice,
whichever is later.

2. Payee Data Record (Std. 204)
State Agencies not transacting in FI$Cal, must

obtain a copy of the Payee Data Record (Std. 204)
in order to process payments. State Ordering

Agencies forward a copy of the Std. 204 to their .

accounting office(s). Without the Std. 204, payment
may be unnecessarily delayed. State Agencies
should contact the CMAS cantractor for copies of the
Payee Data Record.



CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
KIEFER CONSULTING, INC. |
CMAS NO. 3-15-70-0506H, SUPPLEMENT NO. 1

DGS Administrative and Incentive Fees

Orders from State Agencies:

The Department of General Services {(DGS) will bill
each State agency directly an administrative fee for
use.of CMAS. The administrative fee should NOT
be included in the order total, nor remitted before an
invoice is received from DGS. This administrative
fee is waived for CMAS purchase orders issued to
Califomia certified small businesses.

See the current administrative fees in the DGS Price
Book at: www.dgs.ca.gov/ofs/Pricebook.aspx.

Orders from Local Government Agencies:

CMAS contractors, who are not California certified
small businesses, are required to remit to the DGS
an incentive fee equal to 1% of the total of all local
govemment agency orders (excluding sales tax and
freight) placed against their CMAS. This incentive
fee is in lieu of local govemment agencies being
billed the above referenced DGS administrative fee.

This incentive fee is waived for CMAS purchase
orders issued to Califomia certified small
businesses.

The check covering this fee shall be made payable
to the Department of General Services, CMAS Unit,
and mailed to the CMAS Unit aleng with the
applicable Quarterly Report. See the provision in
this CMAS entitled “Contractor Quarterly Report
Process” for information on when and where to send
these checks and reports.

Contractor Invoices

Unless otherwise stipulated, the CMAS contractor
must send their invoices to the agency address set
“forth in the purchase order.  Invoices shall be
submitted in triplicate and shall include the following:

CMAS number

Agency purchase order number
Agency Bill Code

Line item number

Unit price

Extended line item price
Invoice total

State sales tax andfor use tax shall be itemized
separately and added to each invoice as applicable.

The company name on the CMAS, purchase order

and invoice must match or the State Controller's
Office will not approve payment.

Ordering Instructions and Special Provisions

5.

Advance Payments

Advance payment is allowed for services only under
limited, namowly defined circumstances, e.g.,
between specific departments and certain types of
non-profit organizations, or when paying another
government agency (Govermment Code {GC) §
11256 — 11263 and 11019).

It is NOT acceptable to pay in advance, except

- software maintenance and license fees, which are

considered a subscription and may be paid in
advance if a provision addressing payment In
advance is included in the purchase order.,

Software warranty upgrades and extensions may
also be paid forin advance, one time.

Credit Card

Kiefer Consutting, Inc. does not accept the State of
California credit card {CAL-Card).

Lease/Purchase Analysis

State agencies must complete a Lease/Purchase
Analysis (LPA) to determine best value when
contemplating a lease/rental, and retain a copy for
future audit purposes (State Administrative Manual
{SAM) § 3700). Approval by the Department of
General Services is not required.

Leasing

Except for hardware rental provisions with no
residual value owed at end term ($1 residual value is
acceptable), Federal GSA Lease provisions are NOT
available through CMAS because the rates and
contract terms and conditions are not acceptable or
applicable to the State.

SEAT Management financing options are NOT
available through this CMAS.

Agencies may consider financing through the State's
financial marketplace GS $Mart™.  All terms and
conditions and lenders are pre-approved for easy

financing. The GS $Mart™ Intemiet address is

www.dgs.ca.gov/pd/programs/statefinancialmarketp
lace.aspx. Buyers may contact the G5 $Mart™
Administrator, Patrick Mullen by phone at (916) 375-
4617 or via e-mail at patrick. mullen@dgs ca.gov for

further information.

CONTRACTOR QUARTERLY REPORT PROCESS

CMAS contractors are required to submit a detailed
CMAS Business Activity Report on a quarterly basis to
the CMAS Unit. See Attachment B for a copy of this form
and instructions.
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This report shall be mailed to:

Department of General Services
Procurement Division - CMAS Unit
Attention: Quarterly Report Processing
PO Box 989052, MS #2-202

West Sacramento, CA 95798-9052

Reports that include checks for incentive fees must be
mailed and shall not be e-mailed. All other reports may

be e-mailed to the attention of Quarteriy Report

Processing as follows:
CMAS Unit E-Mail: cmas@dgs.ca.gov :

For the full instructions on completing and submitting
CMAS Quarterly Business Activity Reports, and a soft
copy of a blank quarterly report form, go fo

www.dgs.ca.goy/pdiPrograms/Leveraged/CMAS .aspx,
and then select “For Suppliers/Contractors”.

important things to remember regarding CMAS Quarterly
Business Activity Reports (referred to as “reports” below):

« A report is required for each CMAS, each quarter,
even when no new purchase orders are received in
the quarter. )

» A separate report is required for each CMAS,
Each purchase order must be reported only
once in the quarter identified by the purchase
order date, regardless of when the services
were performed, the products were delivered,
the invoice was sent, or the payment was
received.

+ Purchase orders from State and local government
agencies must be separated on the report, as
shown'in the instructions.

« CMAS contractors must report the sales actlwty for
all resellers listed on their CMAS,

+ Any report that does not follow the required format

or excludes required information will be deemed
incomplete and retumed to the CMAS contractor for
corrections.
Taxes and freight must not be included in the report.
CMAS contractors who are not California certified
small businesses must attach to their quarterly
report a check covering the required incentive fee
for all CMAS sales to local government agencies
{see more information belowy},

« New CMAS agreements, renewals, extensions, and
modifications will be approved cnly if the CMAS
contractor has submitted all required quarterly
reports and incentive fees.

CMAS Quarterly Business Activity Reports are due in the
" CMAS Unit within two weeks after the end of each quarter
as shown below:

Quarter 1 Jan 1 to Mar 31 Due Apr 15
Quarter 2 Apr 1 to Jun 30 Due Jul 15
Quarter 3 Jul 1 to Sep 30 Due Oct 15
Quarter 4 Oct 1 to Dec 31 Due Jan 15

Ordering Instructions and Special Provisions

CONTRACTOR QUARTERLY INCENTIVE FEES

CMAS contractors who are not Califomia certified smali
businesses must remit fo DGS an incentive fee equal to
1% of the total of all local government agency orders
(excluding sales tax and freight) placed agdainst their
CMAS agreement(s). This incentive fee is in fieu of focal
government agencies being billed the above referenced
DGS-administrative fee!

CMAS contractors cannot charge local govemment
agencies an additional 1% charge on a separate line item
to cover the incentive fee. The CMAS contractor must

-include the 1% ineentive fee in-the price of the products

or services offered, and the line item prices must not
exceed the applicable base contract prices.

A local government agency is any city, county, district, or
other local govermmental body, including the California
State University (CSU) and University of California (UC)
systems, K-12 public schools and community colleges
empowered to expend public funds.

This incentive fee is waived for CMAS purchase orders
issued to California certified small businesses.

The check covering this fee shall be made payable to the
Department of General Services, CMAS Unit, and mailed
fo the CMAS Unit along with the applicable Quarterly
Report. See the provision in this CMAS entitled
“Contractor Quarterly Report Process” for information on
when and where to send these checks and reports.

OBTAINING COPY OF ORIGINAL CMAS AND
SUPPLEMENTS

A copy of a CMAS and supplements, if any, can be
obtained at caleprocure.cagov. A complete CMAS
consists of the following:

« CMAS cover pages (which includes the signature
page, ordering instructions and special provisions,
and any attachments or exhibits as prepared by the
CMAS Unit)

CMAS Terms and Conditions.

Federal GSA {or Non-GSA) terms and conditions
Product/service listing and prices

Supplements, if applicable.

It {s important for the agency to confim that the required
products, services, and prices are included in the CMAS
and are at ‘or below base contract rates. To streamline
substantiation that the needed items are in the base
contract, the agencies should ask the CMAS contractor
to identify the specific pages from the base contract that
include the required products, services, and prices.
Agencies should save these pages for their file
documentation.
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CONTRACTORS ACTING AS FISCAL AGENTS ARE
PROHIBITED

When a subcontractor ultimately provides all of the
products or performs all of the services that a CMAS
contractor has agreed fo provide, and the prime
contractor only handles the invoicing of expenditures,
then the prime contractor's role becomes that of a fiscal
agent because it is merely administrative in nature, and
does not provide a Commercially Useful Function {(CUF).
It is unacceptable to use fiscal agents in this manner
because the agency is paying unnecessary
administrative costs.

AGENCY RESPONSIBILITY

Each agency is responsible for its own contracting
program and purchasing decisions, including use of the
CMAS program and associated outcomes.

This responsibility includes, but is not necessarily limited
to, ensuring the necessity of the services, securing
appropriate funding, complying with laws and policies,
preparing the purchase order in a manner that
safeguards the State’s interests, obtaining required
approvals, and documenting compliance with
Government Code (GC) § 19130.b (3} for cutsourcing
services. ‘

It is the responsibility of each agency to consult as
applicable with their legal staff and contracting offices for
* advice depending upon the scope or complexity of the
purchase order.

If you do not have legal services available to you within
your agency, the DGS Office of Legal Services is
available to provide services on a contractual basis.

CONFLICT OF INTEREST

Agencies must evaluate the proposed purchase order to
determine if there are any potential conflict of interest
issues. See the CMAS Terms and Conditions, Conflict of
Interest, for more information.

FEDERAL DEBARMENT

When federal funds are being expended, the agency is
required to obtain (retain in file) a signed “Federal
Debament” certification from the CMAS contractor
before the purchase order is issued.

o |
Ordering Instructions and Special Provisions

This certification is required by the regulations
implementing Executive Order 12549, Debarment and
Suspension, 29 CFR Part 98, Section 98.510,
Participants; responsibilittes. The regulations were
published as Part VIl of the May 26, 1988 Federal
Register {pages 19160-19211). :

LIQUIDATED DAMAGES FOR LATE DELIVERY

The value of the liquidated damages cannot be a penalty,
must be mutually agreed upon by agency and contractor
and included in the purchase order to be applicable.

ACCEPTANCE TESTING CRITERIA

If the agency wants te include acceptance testing for all

-newly installed technology systems, and individual

equipment, and machines which are added or field
modified {modification of a machine from one model to
another) after a successful performance peried, the test
criteria must be included in the purchase order to be
applicable.

AMERICANS WITH DISABILITY ACT (ADA)

Section 504 of the Rehabilitaion Act of 1973 as
amended; Title VI and VIl of the Civil Rights Act of 1964
as amended; Americans with Disabilities Act, 42 USC
12101; California Code of Regulations, Title 2, Title 22,
Califormia Government Code, Sections 11135, et seq.;

. and other federal and State laws, and Executive Orders

prchibit discrimination. All programs, activities,
employment opportunities, and services must be made
available to "all persons, including persons with
disabilities. See Attachment A for Procurement Division's
ADA Compliance Policy of Nondiscrimination on the
Basis of Disability. ’

Individual government agencies are responsible for self-
compliance with ADA regulations.

Contractor sponsored events must provide reasonable
accommodations for persons with disabilities.

DGS PROCUREMENT DIVISION CONTACT AND
PHONE NUMBER

Department of General Services
Procurement Division, CMAS Unit
707 Third Street, 2™ Floor, MS 2-202
West Sacramento, CA 95605-2811

' Phone # (916) 375-4365
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ATTACHMENT A
ADA NOTICE

Procurement Division_(State Department of General Services)
AMERICANS WIiTH DISABILITIES ACT (ADA) COMPLIANCE
POLICY OF NONDISCRIMINATION ON THE BASIS OF DISABILITY

To meet and carry out compliance with the nondiscrimination requirements of. |
the Americans With Disabilities Act (ADA), it is the policy of the Procurement
Division (within the State Department of General Services) to make every effort
to ensure that its programs, activities, and services are available to all persons,
including persons with disabilities.

For persons with a disability needing a reasonable accommodation to
participate in the Procurement process, or for persons having questions
regarding reasonable accommodations for the Procurement process, please
contact the Procurement Division at (916) 375-4400 (main office); the
Procurement Division TTY/TDD (telephone device for the deaf) or California
Relay Service humbers which are listed below. You may also contact directly
the Procurement Division contact person who is handling this procurement.

IMPORTANT: TO ENSURE THAT WE CAN MEET YOUR NEED, IT IS BEST
THAT WE RECEIVE YOUR REQUEST AT LEAST 10 WORKING DAYS
BEFORE THE SCHEDULED EVENT (i.e., MEETING, CONFERENCE,
WORKSHOP, etc.) OR DEADLINE DUE-DATE FOR PROCUREMENT
DOCUMENTS.

The Procurement Division TTY telephone numbers are:

Sacramento Office: (916) 376-1891
Fullerton Office: (714) 773-2093

The California Relay Service Telephone Numbers are:
Voice . 1-800-735-2922
TTY: 1-800-735-2929

Ordering Instructions and Special Provisiohs 10
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Notes:

ATTACHMENT B
CMAS QUARTERLY BUSINESS ACTIVITY REPORT

Instructions for completing the CMAS Quarterly Business Activity Report

7 Complete the top of the form with the appropriate information for your company.

Agency Name - Identify the State agency or Local Government agency that issued the order.

Purchase Order Number - Identify the purchase order number (and amendment nljmber if applicable)
on the order form. This is not your invoice number. This is the number the State agency or Local
Government agency assigns to the order.

Purchase Order Date - Identify the date the purchase order was issued, as shown on the order. This
is not the date you received, accepted, or invoiced the order.

Total Dollars Per PO - Identify the total dollars of the order excluding tax and freight. Tax must NOT
be included in the quarterly report, even if the agency includes tax on the purchase order. The total
dollars per order should indicate the entire purchase order amount (less tax and freight) regardless of
when you invoice order, perform services, deliver product, or receive payment.

Agency Contact - Identify the ordering agency's contact person on the purchase order.
Agency Address - |dentify the ordering agency's address on the purchase order.
Phone Number - Identify the phone number for the ordering agency’s contact person.

Total State Sales & Total Local Sales - Separately identify the total State dollars and/or Local
Government agency dollars (pre-tax) for all orders placed in quarter.

. 1% Remitted to DGS - Identify 1% of the total Local Government agency dollars reported for the

quarter. This is the amount to be remitted to DGS by contractors who are not California certified small
businesses.

Grand Total - Identify the total of all State and Local Government agency dollars reported for the
quarter.

A report is required for each CMAS, each quarter, even if there are no new orders for the quarter.
Quarterly reports are due two weeks after the end of the quarter.

Ordering Instructions and Special Provisions - 12
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CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
GENERAL PROVISIONS - INFORMATION TECHNOLOGY"

- 1. DEFINITIONS: Unless otherwise specified in the Statement

of Work: the following terms shall be given the: meamng
" shawn, uniess contaxt requires: otherwise, -

a)

" -dyiing the. Performance Period which are intended to-
datérmilne compliance of Equipment and Software with -
"the specifications and all other Attachments incorporated

"Acceptance Tests™ means those tests perfotmed

-~ herein by reference and to determine the reliability of the

Equipment.

"Application Program™ means a computer program
which Is infended to be executed for the purpose of
performing useful work for the user of the information
being processed. Application programs are developed

_or ‘othersise acquited by the user of the

Hardware/Software system, but they may be supplied by

" - the Gontractor,

-G)

“*Attachment™ means a mechanical, elecirical, or

glectranic interconnection to the Contractar-supplied
Machine or System of Equipment, manufactured by

- gther than the eriginal Equipment manufacturer, thai is

e)_

‘not connected by the Cortractor.

“Business entity” means any individual, business,
partnership, joint venture, corporation, S-corporation,

- limited liability company, sole propretorship, joint stogk
. company, consorium, or other privata legal entity

recognized by statute.

“Buyer” means the State’s authorized contracting
officlal.

“Gommercial Hardware” means Hardware developed
or regularly used that; (1) has been sold, leased, or

- licersed to the general public; (i) has been offered for

)

h)

" -sale, leasa, or licanse to the ganeral public; (ili) has not
“been offared, sold, leased, or licensed to the public but

will be available: for commercial sale, lease, or license in
fime to satisty the delivery requiraments of this Cantract;
o {iv) satisfies criterion exprassed in (i), (i), or (i) above
and would require only minor modifications to meet the

- requirements of this Contract.

“Commearcial Saliware™ means Software developed or
regulardy used that: {i) has been sold, leased, or liconsed
to ‘the general public; (i) has been offered for sale,
ledse, or license 1o the general public; (iii) has not been
offered, sold, leased, ot licansed to the public but will be

-available for commercial sale, lease, or license in time 1o

salisfy the delivery requirements of this Contract; or (iv)
salisfies a oriterion expressed in {i), (ii), or {ili) above and

would require only minor madifications to -meet the

requirements of this Contract.

“Contract” means this Contract or agreement {including .
* ~gny purchase arder), by whalever name known arin
" whatever format used. -

T “Custom Software” means Software that does not

meet the definition of Commercial Software.,

kK

m}

n)

o)

P

q)

it

“Contractor” means the Business Enlity with whom the - . .-~

State enters into this Cootract, Contractor -shall be -

synonymous with “supplier”, “vendor® or other similar. . -

term.
"Data Processing Subsysbem" means a-complement -
of Contractor-fumished individual Machines, . including

the necessary controling elements {or the. functional .

equivalent), Operating Software and Software, if any; .
which are acquired to operate as an irdegrated group.:
and which are interconnected entirely by Contractor-
supplied powsr and/or signal cables; e.9., direct access
controller and drives, a cluster of terminals with their
controller, etc.

"Data Processing System {System)™ means the total
complement of Contracior-fumished Machines, including
one of more central processors (or instruction
processors), Operating Software which are acquired to
operate as an integrated group.

“Deliverables” means Goods, Software, Information
Technaology, telecommunications technology, Hardware,
and other iters (e.g. reports) to be delivered pursuant to
this Contract, including any such items fumished incident
to the provision of services.

"Dasignated CPU(s)" means for each product, if
applicable, the central processing unit of the computers
or the server unit, including any associated peripheral
units. If na specific ‘Designated CPLI(sY are specified
on the Centract, the term shall mean any and all CPUs
located at the site spacified therein,
"Documentation® means manuals and other prinied
materials necessary or useful to the State in its use or
maintenance of the Equipment or Software provided
hereunder. Manuals and other printed materials
customized for the State hereunder constitute Work
Praduct if such materials are’ required by the Statement
of Wark,

"Equipment” is an all-inclusive term which refars either
ta individual Machines or to a complete Data Processing
System or subsystem, incuding its Hardware and
Operating Software (if any).

“Equipment Failure™ is a malfunction in the Equipment,
excluding all extemal factors, which prevents the
accomplishment of the Equipmert's intended function(s), -
if microcode or Operating Software residing in the
Equipmant is necessary for the proper operation of the
Equipment, a failure of such mictocode or Qperating
Software which prevents the accomplishment of the .
Equipment’s intended: functions shall be deemed to be -
an Equipment Fallure. . . -
"Facility Readiness Date™ maans the date spec:tﬁeq in

the Statement of Work by which the State must have the

site prepared and available for Equipment delivery and
lnstallation

""'REVISED AND EFFECTIVE SEPTEMBER 8, 2014
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1]

L1
u}

"))

“Goods” means all types of tanglble personal property,

“ipcluding but not limited to matedals, supplies, and

Equipment (including computer and tetecommunications
Equipment).

- *Hardware" usually refers to computer Equipment and is
- costrasted with Software. See also Equipment.
- "Installation Date™ means the date specified in the

Statement of Work by which the Contractor must have

“the ordered Equipment ready (certified) for use by the
“State.

"Information Technology™ includes, but is not Emited
to, all electronic technclogy systems and services,

_aytomated information handling, System design and

analysis, - conversion of data, computer programming,
information storage and refrieval, telecommunications

~which include volce, video, and data communications,

requisite  System controls, simulation, electronic
commerce, and all related interactions batween people
and Machines.

"Maching” means an individuat unit of a Dala

- -Processing System or subsystem, separately identified

“by a type and/or model number, comprised of but not

limited to mechanical, electro-mechanical, and electronic

. pans, micrecpde, and speclal features installed thereon

xj

vy

aa)

" bb)

cc)-
©* or not ilentified as Program Products, that reside in the

‘average

-and including any necessary Software, e.g., ceniral

processing unit, memary module, tape unit, card reader,

‘ele.

"Machine Alteration™ means any change fo a
Contractor-supplied Machine which is not made by the
Contragtor, and which results in the Machine deviating
from Hs physical, mechanical, elecircal, or eleclronic

. ({including micracode) design, whether or not additional

devices or parts arg employed in making such change.
"Maintenance = Diagnostic Routines™ means the
diagnostic programs customarily used by the Contractor
to test Equipmant for proper functioning and reliability.
“Manufacturing Matarials” means parts, tools, dies,
jigs, fixtures, plans, drawings, and information produced
or acquired, or rights acquired, specifically to fulfil
gbligations set forth herein,

"Mean .Time Between Failure (MTBF)" means the
expected or observed time between
consecutive fallures in a Sysiem or component,

"Mean Time to Repair (MTTR)" means the average
expected or observed time required to repalr a System
or component and return i to normal operation.
"Operating Software™ means those routines, whether

Equipment and are required for the Equipment to

- perform its intended functionés), and which interface: the
- :opatator, other Contragtor-supptied programs, and user

dd)

programs to the Equipment.
*Operational Use Time" means for performance

‘measurement purposes, that time during which

-

ee)

ag}

. hh)

: i-i)

kk)

Equipment is in aciual operation by the State, For
maintenance Operational Use Time purposes, that time
during which Equipment is in actual operation and is not
synenymaous with power on time. ‘
"Pariod of Malntenance Coverage™ means the peried
of time, as selecled by the Stale, .during which
maintenance services are provided by the Gontractor for
a fixed monthly charge, as opposed to an hourly charge
for services rendered. The Peried of Maintenance
Coverage consists of the Princpal Pered of
Maintenance and any additional hours of coverage per
day, and/or Increased coverage for weekends and
holidays.

"Preventive Maintenance™ means that maintenance,
performed- on a scheduled basis by the Contractor,
which is designed to keep the Equipment in proper .
operating condition,

“*Principal Period of Maintenance™ means any nine

consecutive hours per day (usually between the hours of
7:00 am. and 6:00 p.m.} as selected by the State,
including an official meal period not to exceed one hour,
Monday through Friday, excluding hofidays observed at
the installation.

"Programming Aids® means Contraclor-supplied
pragrams and routines executable an the Contractor's
Equipment which -asslsts a programmer In the
development of applications including language
processors, -sorts, communications modules, data base
management systems, and utility routines, (lape-to-disk

routines, disk-to-print routines, etg,).

"Program Product® - means programs, routines,
subroutines, and related ltems which are proprietary to
the Contractar and which are licensed to the State for its

‘use, usually on the basis of separalely stated charges

and appropriate contraciual provisions,
“Remedial Maintenance™ means that maintenance

- performed by the Contractor  which resulls from

Equipment (including Operating Software} failure, and
which is performed as required, i.e., on an unscheduled
basis.

"Soffware® means an all-inclusive term which refers to
any computer programs, roulines, or subroutines

supplied by the Confractor, including Operating

Software, Programming Alds, Application Programs, and
Program Products. .

"Software Fallure” means a malfunction In the
Contractor-supplied Software, other than Operating
Software, which prevenis the accomplishment of work,
even though the Equipment {including its Operating
Software) may still be capable of operating property. For
Operating Software failure, see definifion of Equipment
Failure,

mm) "State” means the government of the State of

California, its employees and authorized representatives,

" REVISED AND EFFECTIVE SEFTEMBER 8, 2014
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ingluding without limitation any department, agency, or

" other unit of the. govemment of the State of Califomia.

< nn) "System™ means the complete collection of Hardware,

' “Software and services as described in this' Gontract,

integrated and funclioning together, and performing in

“* agtordance with this Contract. .

- 00) *U.S. Intellectual Property Rights” means intellectual
property rights enforceable in the United States of
America, including without Rmitation rghts in trade
secrets, copyrights, and U.S. patents,

. - CONTRACT FORMATION: If this Contract results from a

Letter of Offer, then Contractor's offer is deemed a fim offer
and this Contract document is the State's acceptance of that

. offer. .

COMPLETE INTEGRATION: This Contract, including any
documents incorporated herein by express referencs, is

intended to be a complete integration and there are na prior-

or. contemporanecys different or additional agreements
pertaining to the subject matter of the Contract,

SEVERABILITY: The Contractor and the State agree that if
any provision: of this Contract is found to be illegal or
unenforceable, such term or provision shall be deemed
stricken and the remainder of the Contract shall remain in full
- force and effecl. Either party having knowledge of such term
or-pravision shaill promptly inform the other of the presumed
non-applicabllity of such pravision.

. INDEPENDENT CONTRACTOR: Contractor and the agents

. and employees of Gontractor,- in the performance of this
-Contract, shall act in an independent capacity and not ag
. officers or employees or agents of the Stata.

APPLICABLE LAW: This Contract shail be govemed by and
shall be interpreted in agcordance with tha taws of the State
of. California; venue of any action brought with regard to this
Conlract shall be- in Sacramento Gounty, Sacramento,
California. The United Nations Convention on Contracts for
the Intemational Sale of Goods shall not apply to this
- Contract. -

COMPLIANCE WITH STATUTES AND REGULATIONS:

. _a) The State and the Conlractor warrants and cedifies that

_ " in the performanca of this Contract, it wili comply with all

" applicabla statutes, rules, regulations and orders of the

. United Stales and the State of Galiformia.. The

" Contractor agrees to indemnify the State against any

loss, cost, damage or liability by reason of ihe
Contractor's violation of this pravision.

b} The State will natify Contractor of any such claim in

., witing and tender the defense thereof within a

" reasonable time; and

¢) The Contractor will have sole Gontrol of the defense of
any action on such claim and all negotiations for its
sotlement or compromise; pravided that (i} when
substantial principles of government or public law are
involved, when litigation might create precedent affecting
future State operations or liability, or whan involvement
of the State is otherwise mandated by law, the State
may participate in such action at its own expense with
respect to attornays” fees and costs (but not Rability): (i)

_ whera a settlement would impose liability on the State,
" affect principles of California govermment or public law,
" or Impact the authority of the State, the Department of
General Services will have the right to approve ar
disapprove any sellement of compromise, which
approval will not unreasonably be withheld or delayed;
and {liij) the State will reasonably cooperate in the
defense and in any related setlernent nagotiations.

d) If this Contract is in excess of $564,000, it is subject 1o
" the requirements of the Wordd Trade Organization
(WTO) Government Procurement Agreement (GPA).

a) To the extent that this Contract falls within the scope of
Government Code Section 11135, Gontractor hereby
agrees to respond te and resolve any complaint brought

" to its attention, regarding accessibility of its products or
servicas.

CONTRACTOR'S POWER AND AUTHORITY: The
Contractor warrants that it has full power and autherity to
grant the rights herein granted and will hold the State
harmiess from and against any loss, cost, labilty, and

“expense (including reasconable attormay fees) arising out of

any breach of this warranty. Further, Contractor avers that it

will not enter into any arrangement with any third party which

might abridge any rights of the State under this Contract.

a} The State will notify Contractor of any such claim in-
wiiting and tender the defense thereof within a
reasonatde time,; and :

b) - The Contractor will have sole controi of the defense of
any action on such claim and all negotiations for its
settlement or compromise; provided that (i) when
substantial principles of govemment or public law are
involved, when litigation might create precedent affecting
future State operations or liability, or when involvement
of the State is otherwise mandated by law, the State
may participate in such action at its own expanse with
respect to attomeys' fees and costs: (tart not Kability); (i}
where a settlement would impose liability on the State,
affect principles of California govermment or public law,
or impact the authority of the State, the Department of
General Services will have the rght to apprave or
disapprove any setlernert or compromise, which
approval will not unreasonably be withheld or delayed:
and (i) the State will reasonably cooperate in the
defense and in any related settlement negotiations.

REVISED AND EFFECTIVE SEPTEMBER 8, 2014

PAGE 3 OF 23




GSPD-401IT-CMAS

CALIFORNIA MULTIPLE AWARD SCHEDU LES (CMAS) -
GENERAL PROVISIONS - INFORMATION TECHNOLOGY -

- 9. CMAS — ASSIGNMENT: - 7. " ™ st o

a) This Cantract shall not ba assignable by the: Contractor -

in whole or In part withoit .the written consent of the

Siate. The State’'s congent shall not be urreasonably -

withheld or delayed. For the purpose of this paragraph,
- Slate will not unreasonably prohibit - Contractor: from

freely assigning its right to payment; provided that -

Contractor remains responsible for its* obligations
hereunder,

b} Should tha State desire ﬁnanclng of the assets provided
heteunder through GS§Mart, the State's financial
marketplace, the Coniractor agrees ta assign to a State-
designated lender its right to receive payment from the
State for the assels in exchange for payment by the
lender of the cash purchase price for the assets. Upon
notice fo do so from the State-designated tender at any
time prior o payment by the State for the assels, the
Contracior will execute and deliver to the State-
designated lender an assignment agreement and any
additional documents necessary for the Slate selected
financing plan. The Siate-designated lender will pay the
Contracior according fo the terms of the Contractor's
invoice upon acceptance of the assets by the Stale.

10, WAIVER OF RIGHTS: Any action or inaction by the State or

M.

the failure of the State on any occasion, to enfarce any rght
or pravision of the Coniract, shall not be construed to ba a
walver by the State of its rdghis hereunder and shall not
prevent the State from enforcing such provision or right on
any future occaslon.  The rights and remedies of the State
herein are cumulative and are in addition to any other rights
or remedies that the State may have at law or in equity.

CMAS — ORDER OF PRECEDENCE: In the event of any

inconsistency  between the  arlicles,  atachments,

specifications or provisions which constitute this Contract, the
following order of precedence shall apply.

a) These General Provisions - Information Technology {In
the Instances provided herein where the paragraph
begins: “Unless otherwise specified in the Statement of
Work" provisions specified in the Statement of Work
replacing these paragraphs shall take precedence over
the paragraph referenced in these General Provisiens);

b} Contract form, i.e., Purchase Ordes STD 65, Standand
Agreement STD 213, ete., and any amencknem t!nereton

. cj Other Special Provisions; -~
dy Federal GSA (or other multiple award) terms and "

conditions;
e) Statement of work, |nc|udlng any - spectﬁmhons
incorporated by reference herein; and - w

fi Al other attachments lmarporated m the Contract by

reference. <

&

13.

1 with applicable specifications.

"EXPENSES:

{PACKING AND SHIPMENT: - o
~~a) - Al Goods are to be packed in- suitabie containers for
protection in shipment and storage, and in-accordance
Each container of a
multiple contalner shipment shall be. identified to:
. show the number of the containgr-.and the. total
number of containers inthe shipment;-and
i} the number of the container in whlch the packing
sheet has been enclosed. :

- By  All shipments by Contractor or its subeontractors must

include packing sheets identifying: the State’s. Contract
number; iter number; quantity and unit of measure; par
number and description of the Goods shipped, and
appropriate evidence of inspection, if required. Goods
for different Contracls shall be listed on separate
packing sheets,
¢) Shipments must be made as specified in this Contract,
as it may be amended, or otherwise directed in wriling
by the State’s Transportation Management Unit within
- the .Department of General Services, Procurement
Division.

TRANSPORTATION COSTS AND OTHER FEES OR

No charge for delivery, drayage, express,

parcel post, packing, cartage, insurance, license fees,

permits, cost of bonds, ar for any other purpese will be paid
by the State unless expressly included and iemized in the

Cantract.

a The Coniractor must shictly follow  Contragt
requirements regarding Free on Board (F.0.B.), freight
terms and rauting instructions, The State may pemit
use of an alternate carrier at no additional cost to the
State with advance written authorization of the Buyer.

b) If “prepay and add™ is selected, supporting freight bilis
are required when over $50, unless an exact freight
charge is appraved by the Transportation Management
Unit within the Department of General Services

. Procurement Division and a waiver is granted.

¢) On "F.O.B. Shipping Point® transactions, shouid any
shipments under the Contract be received by the State
in a damaged condition and any refated freight loss and
damage claims filed against the camier or cariers be
wholly or partially declined by the carrier or camiers with
‘the inference that damage was the resuit of the act of
the shipper such as inadequate packaging or loading or

. .some inherent defect in the Equipment and/or material,

* Contractor, on request of the State, shall at Contractor's

own expense assist the State in estabhshong cairier

. liability by supplying evidence that the Equipment and/or

. material was _ properly _constructed, manufactured,

packaged, and secured t .. mﬂwstand nommat
transportation conditions., N
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14,

5.,

16,

DELIVERY: The Contractor shall sidctly: adhere to the - -

delivery and completion schedules specified inthis Contract.
Time, if stated as a number of days, shall mean calendar

days unless otherwise specified. The quanfities.specified = > =7 . ' :
berein are the only quantiies required. if:the Contragtor . .« ' fu ..~

delivers in excess of tha quantities spacified harein, the Siate

shall not be required to make any payment. for. the 'excess -

Deliverables, and may retum them to  Contractor 'at
Contractor's expense or ulilize any other rights available to

the State at law or in equity.

SUBSTITUTIONS: Substitution of Deliverables may not be
tendered without advance written consent of the Buyer.
Contractor shall not use any specification in lieu of thase
contained in lhe Contract thhout wiitten consent of the
Buyer.

INSPECTION, ACCEPTANCE AND REJECTION: Unless

otherwise specified in the Statement of Work:

a) ‘When acquiring Cammercial Hardware or Commercial
Software, the State shall rely on Contraclor's existing
" quality assurance system as a substitite for Stale
inspaction and testing. For ali other acquisitions,
Contractor and its subcontractors will provide and
maintain a quality assurance system acceptable to the
State covering Deliverables and services under this
Contract and will tender to the $tate only those
Deliverables that have been inspected and found to
conform to this Contract’s requirements. The Contractor
will keep records evidencing inspections and their result,
and will make these records available to the State during
“Contract perfomnance and for three years after final
payment. The Contractor shall permit the State to
review procadures, practices, processes, and relaied

documents to determine the acceptability of Contractor’s .

quality assurance System or other similar business
practices relaled to performance of the Contract,

b) Al Deliverables may be subject to inspection and test by
the State or its authorized representatives.

¢} The Cantractor and its subcontractors shall provide all
reasonable facliities for the safaty and convenience of
inspectors at no additional cost to the State. The
Cantractor shall fumish to inspectors all information and
data as may be reasonably required to perform their
inspection.

d) Subject to subsection 18 (a) above, all Deliverables may

17.

18.

be subject fo final inspection, test and acceptance by the

State at destination, rotwithstanding any payment o
inspection al source.

e) The State shall give written noticé of rejection of
Deliverables delivered or servim performed hereundar'
within . @ reasonable tme afier receipt ‘of "such

Deliverables or performance of such services, Such
notice of rejection will state the respects in which the

= Deliverables do not subsfantially -conform to  their
spacifications. if the State-does.not. provide such notice
: of rejection within “fifteen-{15). days of delivery for
. purchases of Commerdlal ' Hardware or Commercial
~Software or thity (30} days: ofdelivery for alt other
purchases, such Deliverables -and - services will be
v deemed to have beén accepted. -Acceptance by the
State will be final and irreversible, except as it relates to
‘latent defacts, fraud, and gross mistakes amounting to
fraud. Acceptanca shall not be construed to walve any
warranty rights that the State might have at law or by
express reservation in this Contract with respect to any
nonconformity.

SAMPLES:
a) Samples of ilems may be required by the State for
. inspection and - specification testing and must be
fumished free of expense to the State, The samples
fumished must be identical in all respedts to the products
offered and/or specified in the Contract.
b} Samples, if not destroyed by tests, may, upon request
. made at the time the sample is fumished, be retumed at
Contractor's expense,

CMAS — WARRANTY: The following warranty language is in.

addition ta the wamranty language provided in the federal GSA

Multiple Award Schedule or other base Contract used to

establish this CMAS Contract. When there is a conflict

batween the language, the tollwdng warranty language
overmides.

a) Unless otherwise specified in the Statement of Work, the
warranties in this subsection a) begin upon delivery of
the goods or services in question and end one ¢1) year
thereafter. The Contractor warrants that (i) Dellverables
and services fumished hereunder will substantially
conform to the requirements of this Contract {including
without limitation alt descriptions, specifications, and
drawings iklentified in the Statement of Work), and {ii) the
Deliverables will be—free from materal defects in
materials and workmanship. Where the parties have
agreed to design specifications (such as a Detailed
Design Document) and incorporated the same or
‘equivalent In the Statement of Work directly or by
reference, the Contractor will warant that its
Deliverables provide all material functionality required
‘thereby. In addition to the. other warranties set forth

_“herein, where the Coniract. calls .for delivery of

' Commercial Software:.the Contractor warants that such
" Software will perform in.accordance with its license and
" accompanying Documentatlon The State’s approval of
designs or speciﬁcahons fumlshed by Contractor shall
“not religve the Contrat;tor of its obligations under this
“warranty.

b) The Contractor warrants that Delivetables furnished -

hereunder (1) will be free, at the time of delivery, of

REVISED AND EFFECTIVE SEPTEMBER 8, 2014

PAGE 5§ OF 23




GSPD-401IT-CMAS

CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
GENERAL PROVISIONS - INFORMATION TECHNOLOGY

harmful code {i.e. computer vinuses, worms, tap doors,
. lime bombs, disabling code, or any similar malicious
mechanism dasigned to interfere with the intended
operation of, or cause damage lo, computers, data, or
Software); and (ii) will not infriinge or violate: any U.S.
intellectual Property Right. “Without limiting the
generality of the foregoing, if the Stale believes that
harmful code may be present in any Commercial
Software delivered hereunder, the Centragtor will, upon
the State's request, pravide a new or clean install of the

Software,
¢) Unless ctherwise specified in the Statement of Work:

(iy The Contfactor does not warrant that any Software
provided hereunder is error-free or that it will nun

without immaterial interruption.

(i) The Contractor does not warrant and will have no
responsibility for a claim te the extent that it arises
directly from {A) a modification made by the State,
unless such madification is approved or directed by
the Contracter, (B) use of Software in combination
with or on products other than as specified by

Contractor, of (C) misuse by the State.

(i) Where the Contractor resells Commercial

Hardware or Commercial Software it purchased

" from a third parly, Contractor, to the extent it is

legally able to do so, wilt pass through an such third

" -party. wamranties to the State ahd will reasonably

cogperate in enfercing them. Such wamanty pass-

through™ will - net  relieve the Contractor from
Contraclors warranty obligations set forth above.

d) Al warranties, Including special “warranties specified

- elsewhere herein, shall inure to the State, i

SUCCESSOFs,  assigns, cusfomer agencies,
governmental users of the Deliverables or services.

e) Except as may be specifically provided in the Statement
of Work or elsewhere in this Contract, for any breach of

" the warraniies provided in this Section, the State’s

exclusive remady and Contractor's sole obligation will be

fimited to:

I} re-performance, repair, or replacement of the -
nonconforming  Deliverable  {including  without
limitation an infringing Deliverabte) or service; or

) should the Stale in its sole discretion consent,
refund of all amounts paid by the State for the
nonconforming Deliverable or sarvice and payment
to the State of any ddditional amounts necessary to

~ equal the State’s Cost to Cover. “Cast {o Gover”
means the cost, propery mitigated, of procuring
Deliverables or services of equivalent capability,
function, and performance. The payment obligation
in subsection eXil) above will not exceed the limits
on GCentractor’s liability set forth in the Section

enlitied “Limitation of Liability.”

19,

20.

21,

fi. EXCERT  FOR THE EXPRESS ~WARRANTIES.
SPECIFIED - IN. .THIS SECTION, - CONTRACTOR
MAKES ‘NO WARRANTIES EfTHER EXPRESS OR
IMPLIED, INCLUDING WITHOUT -LIMITATION . ANY
IMPLIED ‘WARRANTIES OF MERCHANTABILITY OR
FITNESS-FOR A PARTICULAR PURPQSE.

SAFETY AND. ACCIDENT PREVENTION:- In petforming
wark under this Contract on State premises, the Cantractor
shall conform to any specific safety requirements contained in
the Contract or as required by law or regulation. The
Contractor shall take any additional precautions as the State
may reasonably require for safety and accident prevention
purposes. Any violation of such rules and requirements,
unless promptly corrected, shall be grounds for termination of
this Contract in accardance with the default provisions hereaf,

INSURANCE: The Contractor shall maintain all commercial
general liability insurance, workers' compensation insurance
and any other insurance required under the Contract. The
Contractor shall furnish Insurance certificate(s) evidencing
required insurance coverage acceplable fo the State,
Including endorsements showing the State as an “additional
insured” . if required under Contract.  Any required
endorsements requested by the State must be separatsly
provided; merely refeming to such coverage on the
certificates{s) Is Insufficient for this purpese.  When
performing work on state owned or conlrolledt property,
Contractor shall pravida a walver of subrogation in favor of
the State for ifs workers' Gompensation policy.

TERMINATION FOR NON-APPROPRIATION OF FUNDS:

"a) If the term of this Contract extends into fiscal years

subsequent to that in which it is approved, such
continuation of the Contract is contingent on the
apprapriation of funds for such purpose by the
Legislature. If funds to effect such continued payment
are not appropriated, the Contractor agrees to take back
any affected Deliverables furnished under this Contract,
terminate any services supplied to the State under this
Contract, and relieve the State of any further obiigation
therefor.
by The Stale agrees that If it appears likely that subsection
a) above will be invoked, the State and Contracior shall
. agree o take all reasonable steps lo prioritize work and
Deliverables and minlmize the incurence of costs prior
to the expiration of funding for this Gontract.
¢) THE STATE AGREES THAT IF PARAGRAPH a)
ABOVE IS INVOKED, COMMERCIAL HARDWARE
AND SOFTWARE THAT HAS NOT BEEN PAID FOR
SHALL BE RETURNED TQ THE CONTRACTOR IN
SUBSTANTIALLY THE SAME CONDITION IN WHICH
. DELIVERED TO THE STATE, SUBJECT TO NORMAL
WEAR AND TEAR. THE STATE FURTHER AGREES
TO PAY FOR PACKING, CRATING,

- REVISED AND EFFECTIVE SEPTEMBER 8, 2014
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© TRANSPORTATION TO CONTRACTOR'S NEAREST

FACHIITY AND FOR REIMBURSEMENT TG THE

"CONTRACTOR FOR EXPENSES INCURRED FOR
¢ THEIR ASSISTANCE IN SUCH PAGKING AND

CRATING.

22. TERMINATION FOR THE CONVENIENCE OF THE STATE:

‘a)

b)

¢}

d)

e)

“The State may terminate performance of wark under this

Contragt for its convenience in whole or, from time to
time, in pat, if the.Department of General Services,
Deputy Director Procurement Division, or designee,
determines that a termination is in the State’s interest.
The Department of General Services, Deputy Director,
Procurement Division, or designes, shall terminate by
delivering 1o the Contractor a Notice of Termination
specifying the extent of termination and the effective
date theraof,
After receipt of a Notice of Termination, and exoept as
directed. by the State, the Contractor shall immediately
proceed with the following obligations, as applicable,
regardiess of any delay in determining o adjusiing any
amounts due under this clause. The Contractor shali:
(i) Stop work as specified in the Notice of Termination.
(i Place no further subcontracts for materials,
services,” or facliies, except as necessary to
complete the continuing portion of the Contract,

{iii) ‘Terminate all subcontracts ta the extent they relate

to the work terminated.

{iv)- Settle all oulstanding liabllities and termination
setilement proposals arising from the tarmination of
subcontracts;

After terminatioh, the Contractor shall submit a final

‘termination settiement proposal o the State in the form
“and with the information prescribed by the State. The
" Contractor shall submit the proposal promptly, but no

later than 90 days afler the effective date of termination,
uniess a different time is provided in the Statement of
Work ot in the Notica of Temmination.

The Contractor and the State may agree upon the whole:
or any part of the amount to be paid as requested under
subsaction (¢} above.

Unless otherwise set forth in the Statement of Wodk, if
the Contractor and the State fail to agree on the amount
to be paid because of the termination for convenience,
the Stale will pay the Contractor the following amounts;
provided that in no event will lgtal payments exceed the

amount payable to the Contractor if the Contract had
" been fully performed:

- {iy The Contract price for Dellverables or sefvices

accepted or retained by the State and nat
previausly paid for, adjusted for any savings ‘on
freight and other charges; and

(n) Thetotal of: :

A} The reasonable -costs. incurred
performance of the work terminated,
including. initial costs and preparatory
expenses_ allocable thereto, but excluding
any cost attributable to Deliverables or
services paid or to be paid;

B) The reasonable cost of setfiing and paying
termination  setlement proposals under
terminated subcontracts .that are property
chargeable to the terminated pordion of the
Contract; and

C} Reasonable storage, transportation,
demobitization, unamortized overhead and
capital costs, and other costs reasonably
incurred by the Contractor in winding down
and temminating its work.

The Contractor will yse generally accepted accounting
principles, or accounting principles otherwise agreed to

in the

. inwriting by the parties, and sound business practices in

determining all costs claimed, agreed to, or determined
under this clause.

23. TERMINATION FOR DEFAULT:

a)

b

<)

o

The Slate may, subject to the clause tiled “Force

Majeure” and to sub-section d)} below, by written notice

of default to the Gaontractor, temminate this Contract in

whole or in part if the Contractor fails to:

i) Deliver the Deliverables or perform the services
within the time specified in the Contract or any
amendment thereto;

i) Make progress, so that the lack of progress
endangers performance of this Conlract; or

iil) Perform any of the ather pravisions of this Contract.

The State's right to terminate this Contract under sub-

section a) above, may be exercised only if the failure

constitutes a material breach of this Contract and if the

Contractor does not cure such fallure within the time

frame stated in the State’s cure notice, which In no event

will be less than fifteen {15) days, unless the Statement
of Work calls for a different peried.

If the State terminates this Contract in whaole or in part

pursuant tq this Section, it may acquire, under terms and

in the manner the Buyer considers appropriate,

Deliverables or services similar to those terminated, and

the Contractor will be liable to the State for any excess

costs for those Deliverables and services, including
withaut limitation costs third party vendors charge for

Manufacturing Materials (but subject to the clause

entitted “Limitation of Liabiity™). However, the Contracior

shall continue the work not terminated..

tf the Contract is terminated for default, the State may

require the Contractor to transfer title, or in the case of

licensed Software, license, and deliver to the State, as
directed by the Buyer, any:
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24,

(i) completed Deliverables,
T (i) parially completed Deliverables, and,
(i) subject to provisions of sub-section e) -below,
" Manufacturing Materals related to the teminated
. portion of this Contract. Nething in this sub-section

d) will be construed to grant the State rights to
Deliverables that it would not have recsived had

this Contract been fully performed. Upon direcion

of the Buyer, the Contractor shall also protect and -

preserve property in ils possession in which the
Stale has an interest.

@) The Siate shall pay Contract price for completed
Deliverables delivered and accepted and items the State
requires the Contractor to transfer under section (d}
above, Unless the Statement of Work calls for different
procedures or requires no-charge delivery of malerials,
the Contractor and Buyer shall attempt to agree on the
amount of payment for Manufacturing Matedals and
other materials delivered and accepled by the State for
the protection and preservation of the property; pravided
that where the Contractor has billed the State for any
such materials, no additional charge will apply. Failure
to agree will consfitule a dispute under the Disputes
clause. The State may withhold from these amounts any
sum it determines ta be necessary to protect the State
against loss because of outstanding liens or claims of
former lien holders.

f)  If, after termination, it is determined by a final decision
that the Contractor was not in default, the oghts and
obligations of the parties shall be the same as if the
termination had been issued for the convenience of the
State,

@) Both parties, State and Contractor, upon any termination
for default, have a duty to mitigate the damages suffered
by it.

h) ‘The rights and remedies of the State in this clause are in
addition to any ather rights and remedies provided by
law or under this Contract, and are subject to the clause
titled “Limitation of Liability.”

FORCE MAJEURE: Except for defaults of subcontractors at
any tier, the Contractor shail not be liable fer any excess
costs if the failure to perform the Contract arises from causes
heyond the control and without the fault or negligence of the
Contractor, Examples of such causes include, but are not
limited to: :

a) Acts of God or of the public enemy, and

b} Acls of the federal or Siate govemmment in. either its -

sovereigr os confraciual capacity. -

if the fallre to perform is caused by the default of a -

subcontractor at any tier, and if the cause of the default is
beyond the control of both the Contractor and subcontractor,
and without the fault or negligence of either, the Contractor
shall not ba liable for any excess costs for failure to perform.

- 25, - RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

26.

~-a) " In the event any Deliverables: fumished or services

provided by the Contractor .in the performance of the

- Contract should fait o conform' to the requirements.

. herein, or to the sample submitted by the Contractor, the
State may reject the same, and it shall become the duty
of the Contractor to reclaim and- remove the item
promptly or to comect the: performance of services,
without expense to the State, and immediately replace:
all such rejected items withe others conforming to: the
Contract.

by In addition to any other rights and remedies the State
may have, the State may require the Contractor, at
Contractor's expense, to ship Deliverables via air freight
or expedited routing to avoid or minimize actual or
potential detay if the delay is the fault of the Contractor.

¢} In the event of the termination of the Centract, either in
whole or in part, by reason of default or breach by the
Contracter, any loss or damage sustained by the State in
procuring . any items which the Contractor agreed to
supply shali be bome and paid for by the Contractor (but
subject to the clause entitted “Limitation of Liability").

d) The State reserves the right to offset the reasonable cost
of al damages caused fo the State against any
outstanding invoices or amounts owed to Contractor or
fo make a claim agalnst the Contractor therefore.

LIMITATION OF LIABILITY: :

a) Except as may be otherwise approved by the
Department of General Services Deputy Director,
Procurement Division or their designee, Contractor's
liability for damages to the State for any cause
whatsoever, and regardless of the form of action,
whether in Confract or in tort, shalt be limited ta the
Purchase Price. For purposes of this sub-section a),
“Purchase Prige” will mean the aggregate Gontract price;
except that, with respect to a Contract under which
multiple purchase orders wilt be issued {e.9.. a Master
Agreement or Multiple Award Schedule Contract),
“Purchase Price” will mean fthe total price of the
‘purchase order for the Deliverableds) or service{s) that
gave rise to the loss, such that Contractor will have a
separate limitation of liability for each purchass order,

b) The foregoing limitation of liability shall not apply (i} to

-any liability under the General Provisions entitied
“Compllance with Statites and Regulations™; (i) to
llability under the General. Provisions. enfitied “Patent,
Copyright, and Trade Secret Indemnity” or to any other
liability (including without - limitation.  Indemnification
obligations} for infringement of third party intellectual
property rights; (i} to daims arsing under provisions
herein calling for indemnification fot third party claims

" against the State for death, bodily injury to persons or
damage to real or tangible personal property caused by
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27.

28.

Contractor's negligence or wilful misconduct; or {iv) to
costs or atlomey's fees that the State becomes entitied
to recover as a prevailing party in-any action.

c) The State’s lability for damages for any cause.

- -whatscever, and regardless of the form of -action,
whether in Contract or in todt, shall ba limited to the
Purchase Price, as that term is defined in subsection a)
above. Nothing herein shall be construed to waive or
limit the State’'s sovereign immunity of any other
immunity from suit provided by law.

d) In no event will either the Contractor or the State be
liable for consequential, incidental, indirect, special, or
punitive damages, even if notification has been given as
to the possibility of such damages, except () to the
extent that Contractor's. liability for such damages is
specifically set forth in the Statement of Work or (i) to
the extent that Contractor's liability for such damages
arises aut of sub-section b)i), b)ii), or b)Xiv) above.

CONTRACTOR’S LIABILITY FOR INJURY TO PERSONS
CR DAMAGE TO PROPERTY:

a} Tha Contractor shall be liable for damages arising out of

injury to the person and/or damage to the property of the
State, emplayees of the State, persons designaled by
the State for training, or any other persan{s) other than
agents or employees of the Contractor, designated by
the State for any purpose, prior to, during, or subsequent
lo delivery, installation, acceplance, and use of the
Deliverables either at the Contractor's sie or at the
State's place of business, pravided that the injury or
damage was caused by the fauit or negligence of the
Contractor, '

b) The Contractor shall not be {iable for damages arising
out of or caused by an aiteration of an Attachment not
made or installed by the Contractor, or for damage 1o
afterations or Aftachments that may resut from the
normal operation and maintenance of the Deliverables

- pravided by the Contractor during the Contract.

INDEMNIFICATION: The Contractor agrees to indemnify,

defend and save hamnless the State, its officers, agents and
employees from any and all third pary claims, costs
{including without limitation reasonable attormeys’ fees), and
losses due to the injury or death of any individual, or the loss
or damage to any real or tangible personal property, resulting
from the willful misconduct of negligent acts or omissions: of
the Cantractor or any of its affillates, agents, subcontractars,
employees, suppliers, or laborers fumishing or supplying
work, services, materials, or supplies in connection with the
performance of this Contract. Such defense and payment will
be conditional upon the following:

a) The State will notify.the Contractor of any such claim in

wiling and tender the defense  thereof within a
reasondble time; and

29,

30.

31

32,

a3

CONFIDENTIALITY OF DATA:

b} The Contractor will have sole control of the defense of
any action on such claim and all-negotiations. for its
‘setlement or compromise; provided that (i) when
substantial principles of goveroment or public law are
involved, when litigation might create precedant affecting
future State operations or liability, or when involvement
of the State is otherwise mandated by law, the State
may participate in such action at #ts own expense with
respect to attorneys’ fees and costs (but not Kability); (i)
where a setflement would impose liabllity on the State,
affect principles of California government or public law,
or impact the authority of the State, the Depariment of
General Services will have the right to approve or
disapprove any setflement or compromise, which
approval will not unreasonably be withheld or delayed;,
and (i} the State will reasonably cooperate in the
defense and in any related settiement negotiations.

INVOICES: \nless otherwise specified, inwices shall be
sent to the address set forth hergin, Invoices shall be
submitted in triplicate and shall include the Contract number;
release order number (if applicable); item nurber; unit price,
extended item price and invoice tolak amount. State sales tax
andior use lax shall be itemized separately and added to
each invoice as applicable,

REQUIRED PAYMENT DATE: Payment wil be made in
accordance with the provisions of the Califomia Prompt
Payment Act, Government Code Section 927 et. seq. Unless
expressly exempted by statute, the Act requires State
agencies to pay property submitted, undisputed invoices not
more than 45 days afier () the date of acceptance of
Deliverables or performance of services; or {ji} receipt of an
undisputed invoice, whichever is later.

TAXES: Unless otherwise required by law, the State of
Califomia is exempt from Federal excise taxes, The State will
only pay for any State or local sales or use taxes on the
services rendered or Goods supplied fo the State pursuant to
this Contract, .

NEWLY MANUFACTURED GOODS: Al Goods fumished
under this Contract shall be newly manufaciured Goods or
certified as new and warmanted as new by the manufacturer;
used or reconditioned Goods are prohibited, unless otherwise
specified. . ‘

CONTRACT MODIFICATION: N amendment or variation of
the terms of this Contract shall be valid urless made in

-writing, signed by the parties and approved as required. No

oral understanding or agreement not incompeorated in the
Contract is binding on any of the parties.

All financial, statistical,
personal, technical and other data and information relating to
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35,

36.

. the State's operation which are designated confidantial by the

Siate and made available to the Gontractor in order to carry
aut this Gontract, or which bacome available te the Contractor
in camying out this Contract, shall be protected by the
Contractor from unauthorized use and disclosure through the
ohservance of the same or more effective procedural
requirements as are applicable to the State. The
identification of all such confidential data and information as
well as the Stale's procedural requirements for protection of
such data and information from unauthorized use and
disclosure shall be provided by the State In writing to the
Contractor, if the methods and procedures employed by the
Contractor for the protection of the Contractor's data and
information are deemed by the State to be adequate for the
protection -of the State's confidential information, such
methods and procedures may be used, with the written
conseant of the State, to camy out the intent of this paragraph.
The Contractor shall not be required under the provisions of
this paragraph to keep confidential any data or information
which is or becomes publicly available, is already rightfully in
the ' Contractor's possession without obligation of

" confidentiality, is independently developed by the Contraclor
outside the scope of this Contract, or is rightfully obtained
from third pacties. :

NEWS RELEASES: Unless otherwise exempled, news
releases, endorsements, advertising, and social media
content pertaining to this Contract shall not be made without
prior written approval of the Department of General Services.

DOCUMENTATION

a) The Coniractor agrees to pravide to the Stale, al no
charge, all Decumentation as described within the
Statement of Work, and updated versians thereof, which
are pecessary or useful to the State in its use of the
Equipment ot Software provided hereunder. The
Contractor agrees to provide additional Documentation
at prices not in excess of charges made by the
Confractor to #ts other customers for simitar

- Documentatian. ’

b} Ifthe Contractor Is unable to perform maintenance or the
Gtate desires to perform its own maintenance on
Equipment purchased under this Contract then upon
writien notice by the State the Contractor will provide at
Contractor's then current rales and fees adequale and
reasonable assistance including relevant Documentation
to allow the Staie to malntain the Equipment based on
Contractors methodology. The Contracior agrees that
the State may reproduce such Documentation for its own

. use In malrtaining the Equipment. If the Cantracior |s
unable to perform maintenance, the Contraclor agrees to
license any other Contractor that the Stale may have
hired to maintain the Equipment to use the above noted
Documentation. The State agrees to include the

- 37. RIGHTS IN WORK PRODUCT:

a)

b)

&)

d)

e)

- hereunder.

Contractor's.
Rocumentation

gopynght - notlee  on . any  such
reproduced, in  accordance with

‘copyright instructions to be provisled by the Contractor,

Al inventions, discovares, Intellectual property,
technical communications and records originated ar
prepared. by the Contractor pursuant to this Contract
including papers, reports, charls, computer programs,
and other Dacumentation or improvements thereto, and
including Gontractor's administrative communications
and recerds relating to this Contract {collectively, the
“Work Product), shall be Contractor's exclusive
property. The provisions of this sub-section a} may be
revised In a Statement of Work,

Software and other materals developed or otherwise
oblained by or for Contractor or its affiliates
independently of this Gantract or applicable purchase
order (‘Pre-Existing Materials™ do nat constitute Work
Product. If the Contractor creates derivative works of
Pre-Existing Materials, the elements of such derivative
works created pursuant to this Contract constiiute Work
Product, but other elements do not. Nothing in this
Section 37 will be construed to interfere  with
Contractor's or its affiliates’ ownership of Pre-Existing
Materials.

The State will have Govemment Purpose Rights to the
Work Product as Deliverable or delivered o the State
“Govemment Purpose Rights” are the
unlimited, imevacable, wordwide, perpetual, royalty-
free, non-exclusive rights and licenses to use, modify,
reproduce, perform, release, display, create derivative
wotks  from, and  disclose the Work  Product.
“Govermnment Purpase Rights” also include the right to
release or disclose the Work Product outside the State
for any State government purpose and to authorize
reciplents to use, modify, reproduce, petform, release,
display, create derivative works from, and disclose the
Work Product for any State government purpose. Such
reciplents of tha Wark Product may include, without
limitation,  State  Contractors, California  local
govemments, the U.§. federal govemment, and the
State and local govemments of other states,
*Government Purpose Rights® do not include any tdghts
to use, madify; reproduce, perform, release, display,
create derivative works from, or disclose the Work
Product for any commercial purpose,

The ideas, concapts, know-how, of fechnigues relating
to dala procassing, developed during the course of this
Contract by the Cantractor ot jointly by the Contractor
and the Stale may be used by either party without
obligation of notice or accounting.

This Contract shall not preclude the Contractor from
developing materials outside this Contract that are
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competitive, imespactive of thelr similarity to matedals
* which might be delivered to the State pursuant to this
Gontract. =

38. SOFTWARE LICENSE: Unless otherwise specified In the

39,

Statement of Work, the Contractor hereby grants to the State
and the State accepts from the Contractor, subject to the
terms and condiions of this Contract, a perpetual,

imevacable, royalty-free, non-exclusive, license to use the

Software Products in this Contract (hereinafier referred to as
“Software Products”y. _
a) The State may use the Software Products in the conduct
of its own husiness, and any division thereof
b) The license granted above authorized the State to use
the Software Products in machine-readable form on the
Computer Systern located al the site{s) specified in the
Statement of Work. Said Computer System and its
associated units {collectively refered o as GPU) are as
designated in the Statement of Work. If the designated
CPU is inoperative due to malfunction, the license herein
granted shall be temporarily extended to authorize the
State to use the Softwarg Products, in machined-
readable form, on any other State CPU until the
designated CPU) is returned to operation.
¢) By prior written nolice, the State may redesignate the
CPU in which the Software Products are to be used
provided that the redesignated CPU is substantially
similar in size and scale at no additional cost. The
redesignaticn shall not be limited to the original site and
will be effective upon the date specified in the notice of
redesignation,
d) Acceptance of Commercial Software (including third
party Software) and Custom Software will be govemned
by the terms and conditions of this Contract.

PROTECTION OF PROPRIETARY SOFTWARE AND
OTHER PROPRIETARY DATA: The State agrees that all

material appropriately marked or identified in writing as
proprietary, and furmnished hereunder are provided for State’s
exclusive use for the purposes of this Contract only. All such

. proprietary data shall remain the property of the Contractor.

The State agrees to take all reascnable steps to insure that
such proprigtary dala are not disclosed to others, without prior
written consent of the Contractor, subject to the California
Public Records Act. The State will insure, prior to disposing
of any media, that any licensed materials contained thereon
have been erased or otherwise destroyed.. The State agrees
that it wilt take appropriate action by instruction, agreement or
othervise with its employees or other persons permitted
access to licensed software and other proprietary data to
satisfy its obligations under this Contract with respect to use,
copying, modification, protection and security of -proprietary
software and other proprietary data,

40. RIGHT TC COPY OR MODIFY:

41.

42,

a} Any Software Product provided by the Gontractor in
machine-readable form may be copled, in whale or in
part, in printed or machine-readable form for use by the
State with the designated CPU, to perform one-time
henchmark tests, for archival or emergency restart
purposes, to replace a wom copy, ta understand the
contents of such machine-readable material, or to modify
the Software Product as provided below; provided,
however, that no more than the number of printed coples
and machine-readable coples as specified In the
Statement of Work will be in existence under this
Contract at any time without prior consent of the
Contractor. Such consent shall not be unreasanably
withheld by the Centractor, The original, and any coples
of the Software Product, in whale or in part, which are
made hersundar shall ba the property of the Contractor.

b) The State may modify any non-perscnal computer

Software Product, in machine-readable form, for its own
use and merge H into other program material. Any
portion of the Software Product included in any merged
program material shall be used only on the designated
CPUs and shall be subject to the terms and conditions of
the Contract.

FUTURE RELEASES: Unless otherwise specifically
provided in the Confract, or the Statement of Work, if
improved versions, e.g., patches, bug fixes, updates of
releases, of any Software Product are developed by the
contractor, and are made available to other licensees, they
will be made available to the State at ne additional cost only if
such are made available to other licensees at no additional
cost. If the Contractor offers new versions or upgrades to the

- Saftware Product, they shall be made available to the State at

the State’s oplion at a prce not greater than the Contract
price plus a price increase proportionate to the increase from
the list price of the original version to that of the new version,
if any. [ the Software Product has no st price, such price
increase will be propostionate te the increase in average price
from the original o the new version, if any, as estimated by
the: Contractor in good Faith.

ENCRYPTION/CPU ID AUTHORIZATION CODES:

a) When Encryption/CPU !dentification (ID) authorization
codes are required to operate the Software Products, the
Contractor will provide all codes to the Stale with
delivery of the Software.

b) In case of an inoperative CP), the Contractor will provide
a temporary encryption/CPU |D authorization code to the
State for use on a temporanty authorized CPU until the
designated CPU is retumed to operation,

¢) When changes in designated CPUs occur, the State will
notify the Contractor via telephone and/or facsimile/e-
mail of such change. Upon receipt of such notice, the
Contractor will issue via telephone and/or facsimile/e-
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- ‘mail to the State within 24 heurs, a temporary enceyption
1D authorization code for use on the: newly designatad
" CPU untit such time as permanent code is assigned.

43. PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY:

a)

b)

Cantractor will indemnify, defend, and save harmless the

Stale, its officers, agents, and employees, from any and

all third party claims, costs {including without limitation

reasonable attormneys' fees), and losses for infringement
or violation of any U.S. Intellectual Property Right by any
product or service provided hergunder. With respect to
claims arising from computer Hardwarg or Software
manufactured by a third party and. sold by Contractor as

a reseller, Contractor will pass through to the State such

indemnity rights as it receives from such third party

{"Third Party Qbligation”) and will cooperate in enfoscing

them; provided that if the third party manufacturer fails to

honar the Third Party Obligation, Contractor will provide
the Slate with Indemnity protection equal to that called
for by the Third Party Obligation, but in no event greater
than that called for in the first sentence: of this Section.

The provisions of the preceding sentence apply only to

third party computer. Hardware or Software sold as a

distinct unit and accepted by the Stale.

Unless a Third Party Obligation provides otherwise, the

defense and payment pbligations set forth in this Section

witl be conditional upon the following:

i). The State will notify the Contractor of any such claim
in writing and tender the defense thereof within a
reasonabie time; and

ii) The Coniractor will have scle control of the: defense
aof any action on such claim and all negotiations for
its settement or compromise; pravided that éa) when
substantial principles of govermment or public law are
involved, when litigation might create precedent
affecting future State operations or liability, or wheo
invoivement of the State is otherwise mandated by
law, the State may participate In such action at its
own expense with respect fo attomeys’ fees and
costs (but not liabilify); &) where a settlement would
impose liability on the State, affect prnciples of
Califomia government ar public aw, or impact the
authority of the State, the Department of General
Services will have the right to approve or disapprove
any settlement or compromise, which appeaval will
not unreasonably be withheld or delayed; and {c) the
State will reasonably cooperate in the defense and in
any retated settlement negotiations.

“Should the Deliverables, - or the operation therecf,

become, or in the Contractors opinion are likely to
become, the sublect of a claim of infringement or
violation of a U.S. Intellectual Property Right, the State
shall permit the Contracior at its option and expense
either to procure for the State the right to continue using

c)

)

the Deliverables, or to replace or medify the same so

that they become non-infringing. If none "of these

" oplions. ¢an reasanably be taken, or if the use of such

Deliverables by the State shall be prevented by
injunction, the Contractor agrees to take back such
Delivarables and make evety reasonable effort fo assist
the State in procuring substitute Deliverables. I, in the
sole opinion of the State, the retum of such infringing
Deliverables makes the retention of other Deliverables
acquired from the Contraclor under this Contract
impractical, the State shall then have the option of

- ferminating such Contracts, or applicable portions

thereof, without penalty or termination charge. The

Cantracior agrees to take back such Deliverables and

refund any sums the State has paid Contractor less any

reasonable amount for use or damage.

The Contractor shall have no liability to the State under

any provision of this dause with respect to any claim of

patent, copyright or trade secret infringament which Is
based upon:

@} The combination or utilizaion of Oeliverables
furhished hereunder with Equipment, Software or
devices not made or fumished by the Confractor,
o,

{f) The operation of Equipment fumished by the
Contractor under the cootrol of any Operating
Software other than, or in addition to, the curant
version of Contractor-supplied Operating Software;
of

(il The modification initiated by the State, or a third
party at the State’s direction, of any Deliverable
fumished hereunder; or

(v} The combination or utilization of Software furnished
hereunder with non-Contractor supplied Software,

The Contractor certifies that it has appropriate systems

and controls in place o ensure that State funds will not

be used in the performanca of this Contract for the
acquisition, operation or maintenance of computer

Software in viglation of copyright laws.

44, DISPUTES:

a)

The parties shall deal in good faith and attempt to
resolve potential disputes informally. If the dispute
persists, the Contractor shall submit fo the Department
Director or designee a written demand for a finai
decision regarding the disposition of any dispute
between the parties arising under, related to or Involving
this Contract, Contractor's wiitten demang shall be fully
supported by factual information, and if such demand
involves a cost adjustment to the Contract, Ganlractor
shall include with the demnand a written statement signed
by an authorized persen indicating that the demarxt is
made in good faith, that the supporting data are accurate
and complete and that the amount requested accurately
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- raflects the Contract adjustment for which Contractor
“believes the State Is liable. Tha contracting Department

Director or designee shall have 30 days after receipt of

“Contractor's written demand invoking this Section

“‘Dispules” to render a wiitten decision. i a written

b)

<

decision is not rendered within 30 days after receipt of
condractors demand, it shall be deemed a decislon
adverse to the Contractor's. contention. If the Contractor
is not satisfied with the decision of the Deparimant
Director or designes, the Contractor may appeal the
decision, in writing, within 15 days of its issuance {(or the
axpiration of the 30 day period in the event no decision
is rendered by the contracting department), to the
Depariment of General Services, Deputy Direcior,
Procurement Division, who shall have 45 days to render

- a final decislon. If the Contractor does not appeal the

decision of the contracting Department Director aor
designee, the decislon shall be conclusive and binding
regarding the dispute and the Gontracior shall be barred
from commencing an action in court, or with the Victims
Compensation Government Claims Board, for failure to
exhaust Contractors administrative remedies.

Pending the final resolution of any dispute arising under,
related 1o or involving this Coontract, Contractor agrees to
diligently praceed with the parformance of this Contract,
including the delivery of Goods or providing of services
in accordance with the. State’s instructions. regarding this
Contract. Contractor's failure to diligently proceed in
accordance with the State's instructions regarding this
Contract shall be considered a material breach of this
Contract.

Any final decision of the State shalt be expressly

" “identified as such, shall be in writing, and shall be signed

by the Deputy Director, Procurement Divislon if an
appeal was made. If the Deputy Director, Procuremant

* Division fails to render a final decision within 45 days

after receipt of Conlracter's demand, it shall be deemed
a final decision adverse to Coentractor's contentions, The
Stale’s final decision sbhall be conclusive and hinding
regarding the dispute unless Contractor commences an
action in a court of competent jurisdiction to contest such
decision within 90 days following the date of the final
decision or one (1) year following the acorual of the
cause of action, whichever is later.

For disputes invelving purchases made by the

Department of General Sarvices, Procurement Division,
the Contractor shall submit to the Department Director or

designee a written demand for a final decision, which
shall be fully supported in the manner described in the

subsection a above. The QDepartment Birector or - -
- deslgnee shall have 30 days ta render a final decision. If

a final decision is not rendered within 30 ddys after
receipt of the Conltractor's demand, it shall be deemed a
final decision adverse to the Contractor's comtention.

The final decislon shall be conclusive and .binding
regarding the dispute unless the Contractor commences
an action in a court of competent jurisdiction to contest
such decision within 90 days following the date of the
final decision ar one (1) year following the accrual of the
cause of action, whichaver Is later. The dates of
decision and appeal in this section may be modified by
mutual consent, as applicable, excepting the time to
commence an action in a court of competent jurisdiction.

45. STOP WORK:

a)

b}

-}

The State may, at any time, by written Stop Work Order
to the Contractor, require the Contractor to stop all, or
any par, of the work called for by this Contract for a
period up to 45 days after the Stop Work Order is
delivered to the Contractor, and for any further periad to
which the parties may agree. The Stop Wark Order shall
be specifically identified as such and shall indicate it is
issued under this clause. Upon receipt of the Stop Wark
Order, the Confractor shall immediately comply with its
terms and take all reasonable steps to minimize the
incurrence of costs allecabtle to the work covered by the
Stop Work Order during the period of work stoppage.
Within a peried of 45 days after a Stop Work Order is
delivered to the Conbracter, or within any extension of
that period to which the parties shall have agreed, the
State shall eithar:
{ Cancel the Stop Work Order; or
(i} Terminate the work covered by the Stop Work
Order as provided for in the termination for default
or the termination for convenience clause of this
Contract. '
If a Stop Work Order issued under this clause is
canceled or the period of the Stop Work Order or any
extension thereof expires, the Contractor shall resume
work, The State shall make an equitable adjustment in
the delivery schedule, the Contract price, or hoth, and
the Contract shalt be modified, in writing, accordingly, if;
(il The Stop Work Order resulis in an Increase in the
fime required for, or in the Contractor's cost
propetly allocable to the performance of any part of
this Contract; and

© @) The Contractor asserts its right to an equitable

adjustment within 60 days after the end of the
petiod of work stoppage; provided, that if the State
decides the facts justify the action, the State may
receive and act upon a proposal submitied at any
. tima before final payment under this Contract.
If a Stop Work Order is nat canceled and the work
covered by the Stop Work Order is terminated in
accordance with the provision entitied Temmination for
the Convenience of the State, the State shail allow
reascnable costs resulting from the Stop Work Order in
amiving at the termination settlement. :
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46.

4.

d) The Siate shall not be liable to the Contractor for loss of
profits because of a Stop Wotk Ordet issued under this
clause.

EXAMINATION AND AUDIT: Contractor agrees that the

State, or ils designated representative shall have the right to

review and copy any records and supporting decumentation
pertaining to performance of this Contract. The Contractor
agrees to maintain such records for possible audit for a
minimum of three {3) years after final payment, uniess a
longer period of records retention is stipuiated. The
Contractor agrees to allow the auditor(s) access to such
records during nermal business hours and in such a manner
so as to not interfare unreasonably with nammal business

. adlivities and to allow interviews of any employees ar others

who might reasonably have information related o such
records. Further, Coniractor agrees to include: a similar right
of the State to audit records and interview staff in any
subcontract relaled to performance of this Ceniract. The

" State shall provide reascnable advance written notice of such

audit(s) to the Contractor,

FOLLOW-ON CONTRACTS:;

a)} |f the Contractor or its affillales provides Technical
Cansulting and Direclion (as defined below), the
Contracior and its affiliates:

() will not be awarded a subsequent Contract to

-supply the service or system, ot any significant
component thereof, that is used for or in connection
with any subject of such Technical Consulting and

_ Direction; and '

() will not act as consultant to any persen: or entity
that does receive a Contract described in sub-
section (i), Thig prohihition will continue far one {1}
year after termination of this Contract or completion
of the Technical Consuiting and Direction,

_whichever comes later. '

b} “Technical Consulting and Direction™ means services for
which the Contraclor received compensation from the
State and includes:

{0 - development of or assistance in the development of
work statements, specifications, solicitations, or

. Teasibliity studies;

(i) development or design of test requirernents;

(i} evaluation of test data;

(iv) direction of or evaluation of another Contractor;

(v) provision of fermal recommendations regarding the
acquisition of Information Techrology products of
services; or

{(vi) provisions of format recommendations regarding
any of the above. For purposes of this Section,

“affiliales* are employees, directors, partners, joint . '

venture  participants, parent  corporations,
subsidiaries, or any other enlity controlled by,
controfling, or under commen controt with the

49,

Contractor, Conirol exists when an entity gwns or
directs more than fifty percent (50%) cof the
ouistanding shares or securities representing the
right to vote for the eleclion of directors or other
managing authourity. :

¢)  Ta the extent permissible by law, the Directer of the
Department of General Services, of designee, may
walve the restrictions set forth in this Section by written
notica to the Gontractor If the Direcior determines their
application would not be in the State's best interest.
Except as prohibited by law, the restrictions of this
Section will not apply:

() to follow-on advice given by vendors of commercial
offthe-shelf products, including Software and
~ Hardware, on the operation, integration, repair, or
maintenance of such products after sale; or
(i) where the Stale has entered into a master
agreement for Software or services and the scope
of work at the time of Contract execution expressly
calls for future recommendations among the
Contractor's awn products.

d) The restrictions set forth in this Section are in addition to
confiict of interest restrictions imposed on  public
Contractors by Califomia law ("Conflict Laws™). In the
avant of any inconsistency, such Conflict Laws override
the provisions of this Section, even if enacted afler
execution of this Contract. :

PRIORITY HIRING C_ONSIDERATIONS: If this Contract
includes services in excess of $200,000, the Contracter shall
give prierity consideration in filling vacancies in positions
funded by the Contract to qualified recipients of aid under
Welfare and Institutions Code Section 11200 in accordance
with PCC Section 10353,

COVENANT AGAINST GRATUITIES: The Contractor
warrants thaf no graiuities {in the form of entertainment, gifts,
or otherwise) were offered or given by the Contractor, or any
agent or representative of the Contractor, to any officer or
employee of the State with a view toward securing the
Contract or securing favorable treatment with respect to any
determinations conceming the performance of the Contract.
For breach o violation of this warranty, the State shall have
the right to terminate the Contract, either in wheole or in part,
and any loss or damage sustained by the State in precuring
on the open market any ilems which Contractor agreed to
supply shall be borme and paid for by the Conlractor. The
rights and remedies of the State provided in this dause shatl
not be excluslve and are in addition to any other rights and
remedies provided by law or in equity.

'_ NONDISCRIMINATION CLAUSE:
a} Quring the performance of this Contract, the Contractor

and its subcontractors shafl not unlawfully discriminate,
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51.

52.

‘harass of allow harassment, against: any employee or
applicant for employment because of sex, sexual
arientation, race,

medical condition {(cancer), ‘age, marital status, and

denial of family care leave. The Contractor and -

subcontractors shall insure that the evaluation -and
treatment of their employees and applicants for

employment are free from such discrimination and .

harassment. The Coniractor and subcontractors shall
comply with the provisions of the Fair Employment and
Housing Ad (Gevemment Code, Saction 12990 et seq.)
and the applicable regulations promulgated thereunder
(California Code of Regulations, Title 2, Section 7285.0
et seq). The applicable regulations of the Fair
Employment and Housing Commission implementing
Govemment Code Saction 12990 {a-f), set forth in
Chapter § of Division 4 of Title 2 of the Califomia Code
of Regulations are incorporated inte this Contract by
raference and made a part hereof as if set forth in full.
The Contractor and ifs subcontractors shall give written
twotice of their ebligations under this clause to labor
organizations with which they have a collective
bargaining or cther agreemant.

b} The Contractor shall inciude the nondiscrmination and
compliance provislons of this clause in all subcentracts
to perform work under the Contract,

NATIONAL LABOR RELATIONS BOARD CERTIFICATION:
The Contractor swears under penalty of perjury that no more
than one final, unappealable finding of contempt of court by a
federal court has been issued against the Contractor within
the immediately preceding two-year period because of the
Contractor's failwe to comply with an order of the National
L.abor Retations Board. This provision is required by, and
shall be construed in accordance with, PCC Section 10296.

ASSIGNMENT OF ANTITRUST ACTIONS: Pursyant to
Government Code Sections 4552, 4553, and 4554, the
following provisians are incorporated herein;

a)  in submitting an offer to the State, the supplier affers and
agrees thal if the offer is accepled, it will assign to the
Slate all rights, title, and inierest in and to all causes of
action it may have under Section 4 of the Clayton Act
{15 U.S.C. 15) or under the Cartwright Act {Chapter 2,
commencing with Section 16700, of Part 2 of Division 7
of the Business and Professions Code), ansing from
purchases of Goods, material or other flems, or senvices

- by the supplier for sale te the State pursuant to the
~ solicitation.  Such assignment shall -be made and -

become effective at the tima. the State tenders final
payment to the supplier. ’

bl If the State receives, either through judgment or

settlement, a monetary recovery for a cause of ,acti.on‘

color, ancesiry, religious <creed, .
riational origin, disabiiity (including HIV "and AIDS), .. .

53.

assigned under this chapler, the assignor shall be
“entitled to receive reimbursement for actual legal costs
. incurred and may, upon demand, recover from the State
- any pertion of the recovery, including treble damages,
altributable to overcharges that- were paid by the
‘assignor but were not paid by the State as part of the
. - offer price, less the expenses incurred in obtaining that
- portion of the recovery. .
¢} Upon demand in writing by the assignor, the assignee
shall, within one year fram such demand, reassign the
cause of action assigned under this part if the assignor
has been or may have been injured by the violation of
law for which the cause of action arose and
() the assignee has not been injured therehy, or
(i} the assignee declines to file a court action for the
cause of action,

DRUG-FREE WORKPLACE CERTIFICATION; The

Contractor certifies under penalty of perjury under the laws of

the State of Califormia that the Contractor will comply with the

requiremenis of the Drug-Free Workplace At of 1990

(Gavemment Code Section 8350 et seq.) and will provide a

drug-free workplace by taking the following actions:

3} Publish a statement netifying employees that untawful
manufacture, distribution, dispensation, possession, or
use of a controlled substance is prohibited and
specifying actions to be taken against employees for
violations, as required by Govemnment Code Section
8355(a).

b) Establish a Drug-Free Awareness Program as required
by Government Code Section B8355(b} to Inform
employees abouyt alt of the following:

(i} the dangers of drug abuse in the workplace;

(i} the person's or organization's policy of maintaining
a drug-free workplace;

iy any available counseling, rehabllitation and
employee assistance programs; and,

(iv} penalties that may be imposed upon emplayees for
drug abuse viclations,

¢} Provide, as required by Government Code Section
8365(c), that every employee who works on the
propesed or resulting Contract:

()} will receive a copy of the company's drug-free
policy statement; and,

(i) will agree to ahide by the terms of the company's
statement as a condition of employment on the
“Contract. ‘

- FOUR-DIGIT DATE COMPLIANCE: Contractor warrants-
“. that it will pravide only Four-Digit Date Compliant {as defined
" below) Deliverables and/or services ta the State. “Four Digit

Date Compliant” Deliverables and services can accurately
process, calculate, compare, and sequence date data,
including without limitation date data arising out of or relating
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§5.

56.

57.

fo leap years and changes in centuries. This waranty and
representation is subjest to the warmanty terms and
conditions of this Contract and does not limit the generality
of warranty obligations set farth elsewhere herein.

SWEATFREE CODE OF CONDUCT:

a) Contractor declares under penalty of pefury that no
equipment, materials, or supplies fumished to the State
pursuant to the Contract have been produced in whole
or In part by sweatshop labor, forced labor, convict labor,
indentured labor under penal sanction, abusive forms of
child labor or exploitation of children In sweatshop labor,
or with the benefit of sweatshop labor, forced labor,
convicd labor, indentured labor under penal sanction,
abusive forms of child labor or exploitation of children in
swealshop labor.  Contractor further declares undar
penalty of perjury that they adhere (o the Sweatfree
Coda of Conduct as set foth on the California
Department of indusirial Relations website located at

- www.dir.ca.goy, and Public Contract Cade Section 6108,

b) - Coniractor agrees to cooperate fully in providing
reasonable access to its records, documents, agents or
employees, or premises if reasonably required by
aythorized officials- of .the Stale, the Department of
Industrial Relations, or the Department of Justice to
determine - Contractor's  compliance  with  the
requirements under paragraph (a).

RECYCLED CONTENT REQUIREMENTS: The Contracior
shall certify in writing under penalty of perjury, the minimum, if
not exacl, percentage of postconsumer material as defined in
the Public Contract Code (RGG) Section 12200-12209, in
products, materials, goods, or supplies offered or sold to the
State that fall under any of the statutory categories regardless
of whether the produyct meets the requirements of Section
12209. The certification shall be provided by the contractor,
even if the product or good contains na postconsumer

~ recycled material, and even if the postconsumer content is

unknown. With respect. to printer or duplication cartridges
that comply with the requirements of Seetion 12156(e), the
certification required by this subdivision shall specify that the
cartridges so comply (PCC 12205 (bX2)). A state agency
contraciing officer may waive the certification requirements if
the percentage of postconsumer materal in the products,

. materials, goods, or supplies can be verified in a written

advertisement, including, but not limited to, a product label, a
catalog, or a manufacturer or vendor Ilntemet web site,
Contractors ara 1o use, to the maximum extent economically
feasible in the performance of the confract work, reeycled
content praducts (PCC 12203(d)). '

CHILD SUPPORT COMPLIANGE ACT: For any Contract in
excess of $100,000, the Contractor acknowledges in
accordance with PCC Section 7110, that.

68,

59.

60.

61.

62.

63,

a) ‘The Contractor recoguizes the impodance of child and
family support obligations and shalt fully comply with all
applicable State and federal laws relating to child and
family support enforcement; including, but not limited to,
disclosure of information and -compliance with eamnings
assignment orders, as provided in Chapter 8

" (commencing with Section 5200) of Part 5 of Division 9
of the Family Code; and

b) The Coniractor, to the best of its knowledge is fuly
complying with the eamings assignment orders of afl
employees and ls providing the names of all new
employees to the New Hire Registry maintained by the
Califomia Employment Development Department,

AMERICAN WITH DISABILITIES ACT: The Contractor
assures the State that the Contractor complies with the
Americans with Disabilifies Act of 1990 (42 U.S.C. 12101 at
seq.). '

ELECTRONIC WASTE RECYCLING ACT OF 2003; The
Contractor certifies that it complies with the applicable
requirements of the Electronic Waste Recyding Act of 2003,
Chapter 8.5, Part 3 of Division 30, commencing with Section
42460 of the Public Resources Code. The Contractor shali
maintain documentation and provide reasonable access to Its

‘records and documents thai evidence compliange.

USE TAX COLLECTION: In accordance with PCC Saction
10285.1, the Contractor certifies that it complies with the .
requirements of Section 7101 of tha Revenue and Taxation
Code. Confractor further certifies that it will immediately
advise the State of any change in its retaller's seller’s permiit
or cettification of registration or applicable affliate’s sellers
pemnit or certificate of registration as described in subdivision
(a) of PCG Section 10295.1,

EXPATRIATE CORPORATIONS: Contractor hereby
dectares that it is not an expalriate corporation or subsidiary
of an expatriate corporation within the meaning of PCC
Sections 10286 and 10286.1, and is sligible to Contract with
tha State.

DOMESTIC PARTNERS: For Confracts over $100,000
executed or amended after January 1, 2007, the Contractor
certifies thal the Contractor is in compliance with Public
Contract Code Section 10295.3.

SMALL BUSINESS PARTICIPATION AND DVBE

PARTICIPATION REPORTING REQUIREMENTS:

a) | for this Contract the Contractor made a commitment to
achleve small business participation, then Contractor
must within 60 days of recelving final payment under this
Contract {or within such other time period as may be
spedified elsewhere In this Contract) report to the
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awarding department the actual percenlage of small
" ‘business participation that was achieved. (Govt Qode §
T 14841)

b) . If for this Contract Contractor made a commitment -to

achieve disabled veteran husiness enterprise (DVBE)

- participation, then Contractor must within 60 days of

* receiving final payment under this' Contract (or within

such other time period as may be specified elsewhere in

this Contract) certify in a report 1o the awarding

department: (1) the total amount tha prime Cantractor

racaived under the Contract; (2) the name and address

of the DVBE(s) that participated in the pedormance of

the Contract; (3) the amount each DVBE received from

the prime Contractor; (4) that all payments under the

Contract have been made to-the DVBE, and (5) the

aciual percentage of DVBE participation that was

" achlaved. A person ot enlity that knowingly provides

false information shall be subjact to a civil penalty for

each violation. (Mil. & Vets. Code § 999.5(d);
Govt. Code § 14841.)

64. LOSS LEADER: It s unlawhy for any person engaged in

business within this state to sell or use any article or product
as a “oss leader” as defined in Section 17030 of the Business
and Professhm Code. (PCC 12104 §(b).).

A.DDITIONAL CMAS TERMS AND CONDITION§

65. CMAS - CONTRAGCTOR'S LICENSE REQUIREMENTS:

86.

Contracts that include instaliation or the wording “Fumish and
~ Instalt™ require at the time of Contract award that Contractors

possass a valid Califomia State Contractor’s License. If sub-
Contractors -are used, they must also possess a valid
California State Contractors License. All businesses which
construct or alter any building, highway, road, parking facility,
rallroad, excavation, or other structure in California must be
licansed hy the Califomia State Licanse Board (CSLB} if the
total cost {labor and materials) of the project is $500.00 or
more.  Failure 1o ba licensed or to keep the license current
and in good .standing shall' be grounds for Coniract
revocaticon .

CMAS - PUBLIC WORKS REQUIREMENTS

(LABOR/INSTALLATION):

a) Pror o the commencement of performance, the
Contractor must obtain and provide to .the State, a
payment bond, on Standard Form 807, when - the

‘Contract  involves a - public works  expenditure

(laborfinstadlation costs) in excess of $5,000. Such bond
shall be in.a sum not less than one hundred percant
{100%) of the Contract price.

'b) InaoootﬂancemhmepmwsloﬁsufSemonﬂ?Sofme

Califomia Labor Code, the Gentractor shall, conform and
stipulates to the general prevalling rate of wages,
including employer henefits as defined in Saction 1773.1

of the California Labor Code, applicable to the classes of
labor to be used for public works such as at the delivery
" site for the assembly and instaliation of the equipment or
materials under the purchase order. Pursuant to Section

1770 of the Califonia Labor Code, the Department of

Industrial Relations has ascertaired the general

prevailing rate of wages in the county in which the work

"~ s to be done, t6-be as listed in the ‘booklel entitied

General Prevailing Wage Rates. The booklet is

compiled monthly and copies of the same are avallable

from the Department of Industrial Relations, Prevailing

Wage Unit al www.dirca.gov (select Statistics &

Research) or {415) 7034774, The booklet is required to

be posted at the job site.

¢) The Contractor hereby certifies by signing this Contract
that: -

i} Contractor has met or will comply with the
standards of affirmative compliance with the Non-
Discrimination Clause Requirements included

" herein;
i} Confractor is aware of the provisions of Section
‘ 3700 of the lLabor Code that require every
employer to be insured against liability for
workmen's compensation or to underiake self-
insurance in accordance with the provisions of that
Code, and Contractor will comply with such
provisions before commencing the performance of
the work of the purchase order.
d) Laws to be Obsarved
i Labor
Pursuant to Section 1775 of the Californla Labor
Code the Contractor shall, as a penalty to the State
or Palitical subdivision on whose behalf the purchase
order is made or awarded, forfeit not more than fifty
($50.00) for each calendar day, or portions thereaf,
for each worker paid by him or subcontractor under
hira, less than the prevailing wage so stipulated; and
in addition, the Contractor further agrees to pay to
each workman the difference between the actual
amount paid for each calandar day, or pertions
thereof, and the stipulated prevalling wage rate for
the same. This provision shail nat apply to properly
indentured apprentices.
Pursuant to Sections 18101815 of the Califomia
Labor Code, inclusive, it is further agreed that the
maximum hours a worker is to be employed is limited
toeighthoutsadayandfoﬂyhowsaweekandﬂ'e
Contractor 'shalt forfeit, as a penalty to the State, .
twenty-five ($25) for each worker employed in the
execution of the purchase order for each calendar
day during which a workman is required or penmitted
"ta labar more than eight hours in any calendar day o
_more than forty hours in any calendar week, in
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67.

63.

viglation of Caiifornia - Labor Code Sectlons 1810-
1815, inclusive. -

h) Worker's Compensation lnsumncs

: The Coniracior will be required to secike the

payment of compensation to its employees in -
accordance with the provisions of Labor Code

Section 3700.

iii} Travel and Subsistence Payments
Travel and subsistence payments shalk be paid to
each worker needed to execute the work, as such
travel and subsistence payments are defined in the
applicable collective bargaining agreements filed in
accordance with Labor Code Section 1773.8.

iv} Apprentices
Special altention is directed to Sections 1777.5,
1777.8, and 1777.7 of the California Labor €ode and
Title 8, California Adminkstrative Code Section 200 et
seq. Each Contracter and/or subcontractor must,
prior to commencement of the public works
Contract/purchase order, contact the Divislon of
Apprenticeship  Standards, 525 Golden Gate
Avenue, San Francisco, CA, of one of its branch
offices to imsure compliance and complete
understanding of the taw regarding apprentices and
specifically the required ratic  thersunder.
Responsibiity for compliance with this section lies
with the prime Cantractor.

v} Payroll
The Contractor shall keep an accurate payrell record

~ showing the name, social security account, and work

classification specific and straight ime and overtime
hours worked by each employee. A certified copy of
the empioyee's payroll record shall be available for
inspection as specified in Section 1776 of the
California Labor Code.

CMAS — TERMINATION OF CMAS CONTRACT:

a) The State may terminate this CMAS Coentract at any time
upon 30 days prior written notice.

B) If the Contractors GSA Muitiple Award Schedule Is
terminated within the termm of the CMAS Contract, the
CMAS Contract shall also be considered terminated on
the same date.

¢} Pror to the expiration of this CMAS Contract this
Contract may be temminated for the convenience of both
parties by mutual consent,

d} This provision shall not relieve the Contractor of the
obligation ta perform under any purchase arder or other

similar ordering document execuled prior to the

termination becoming effective. .

CMAS — CONTRACT AMOUNT: There Is na guarantee of
minimum purchase of Cantractor's products. or services by the
State,

70..

7.

. .69. CMAS — Debarment Certification (Federally Funded
Contracts): When Federal funds are being expended, the -

prospective recipient of Federal assistance funds is required
to cerify to the Buyer, that neither it nor its principals are
presently debarred, suspended, proposed for. debarment,
declared ineligitle, or voluntarily excluded:-from participation
in this transacticn by any Federal depariment or agency.

CMAS — PURCHASE ORDERS FUNDED IN WHOLE OR

PART BY THE FEDERAL GOVERNMENT: Al Contracts

(including individual orders), except for State constnuction

projects, which are funded in whele or in part by the federal

government may he canceled with 30 day notice, and are
subject te the following:

a} W is mutually understood between the parties that this
Contract (order) may have been writlen before
ascertaining the . availabilty of congressional
appropriation of funds, for the mutual benefit of both
partles, in order to avold program and fiscal delays
which would eccur if the Contract {(order) were
executed after that determination was made.

by This Contract {order) is valid and enforceable only if
sufficient funds are macdle available to the State by the
United States Govemment for the fiscal year during
which the order was generated for the purposes of this
program. In addition, this Contract {order) is subject o
any additional restrictions, Umitations; or conditions
enacted by the Congress or any stafute enacted by the

“Congregs that may affect the provisions, terms or
funding of this Contract {order) in any manner,

c} It s mutually agreed that if the Congress does not
appropriate sufficient fupds for the program, this
Contract (order) shall be amended to reflect any
reduction in funds, The department has the option to
void the Contract {order} under the 30-day cancellation
¢lause or to amend the Contract to reflect any reduction
of funds.

CMAS ~ CONFLICT OF INTEREST:
a) Current State Employees (Public Confract Code Section
10410y
) No officer or employee shall engage in any
employment, activity or enterprise from which the
officer or employee recaives compensation or has a
financial interest and which is sponsored or funded
by any State agency, unless the employment, activity
or enterprise is required as a condition of regular
State employment. '
i} Na officer or employee shall Contract on his or her
own behalf as an independait Contractor with any
State agency to provide Goads of services,

b) Former State Employees {Public Gantract Cade Section
10411);

i) For the. two-year period from the date he or she left

State employment, no former State officer or
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72,

73.

74.

75.

employee may enter into a Contract in which he: or
she engaged in any of the negotiations, fransactions,
planning, arangements oc any part of the dedision-
making pracess relevant to the Contract while
gmployed in any capacity by any State agency..

i} - For the twelve-month period fram the. date he ot she
left State employment, no former State officer or
employee may. enter into a Contract with any State
agency if he or she was employed by that State
agency in a policy-making position in the same
general subject area as the propesed Contract within
the twetve-month period prior 1o his or her leaving
State service.

CMAS -- SUBCONTRACTING REQUIREMENTS:

Any subcontractor that the CMAS supplier chooses to use In
fulfiling the requirements of this Contract (order), and which
is axpected to receive more than ten (10) percent of value of
the Contract/purchase order, must also meet all Contractual,
administrative, and fechnical requirements of the Contract
{order), as applicable.

CMAS - RENTAL AGREEMENTS:

The State does not agree to:

«  Indemnify a Contractor;

«  Assume responsibility for matters beyond its control;

«  Agree to make payments in advance;

+  Accep! any other provision creating a contingent liability

against the State; or
+«  Agree to obtain insurance to protect the Contractor.
The State’s responsibility for repairs and lability for damage
or loss is restricted to that made necessary by or resulting
from the negligent act or omission of the State or its officers,
employees, or agents.

If the Contraclor maintains the equipment, the Contractor
must keep the equipment in good working order and make all
necessary repairs and adjustmants without quatification. The
State may terminate for default or cease paying rent should
the Contractor fail to maintain the equipment property.

Personal property taxes are not generally reimbursed when
leasing equipment (SAM 8736).

CMAS ~ LEASE (Lease $Mart ™): If an agency desires to
lease through Lease $Mart ™, the Contractor agrees 1o sell to
lessor the assets at the same price as thay agree to sell to
the State.

CMAS - PROGRESS PAYMENTS & RISK ASSESSMENT;
In accordance with PCC 12112 agencies are required to
withhold not less than 10 percent of the Contract price until
final delivery and acceptance of the Goods or services, for
any Contract that provides for progress payments in a.

76.

77.

Contract for IT Goads or services te be manufactured or
performed by a Contractar especially for tha State and not
sultable for sale to cthers in the ordinary: course of the
Contractor's business.

Interim Risk Assessment guidelines and financial protection
measures are detailed in PCC 12112 for agencies to use to
determine their applicabliity to agency projects.

CMAS — QUARTERLY REPORTS: Contractors are required
to submit quarterly business activity repods, as specified in
this Contract, even when there is no activity. A separate
report is required for each Contract, as differentiated by alpha
suffix.

CMAS — CONTRACTOR EVALUATION: ir accordance with
PCC 10367 and 10369, pedommance of the Confractor under
orders issued against this Contract will be evaluated. The
ordering agency shall complete a writlen evaluation, and if the
Caontractor did not satisfactority perform the work specified, a
copy of the evaluation will be sent to the DGS, Office of Legal
Services.
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CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service)

THESE SPEGIAL PROVISIONS ARE ONLY TO BE USED FOR SGFTWARE AS A SERVICE (SaaS), AS DEFINED BELOW. THESE
'SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS - INFORMATION TECHNOLOGY AND ACCOMPANIED
BY, AT MINIMUM, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA). STATE AGENCIES MUST FIRST:

A.
B,

c,

1.
a)

b)

c)

d)

e)

c)

d)

a)
k)

GLASSIFY THEIR DATA PURSLUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5305.5;

CONSIDER THE FACTORS TQO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR TECHNOLOGICAL
APPROACH, IN ACCORDANGE WITH SAM 4981.1, 4983 AND 4883.1 AND THEN;

MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF EACH ACQUISITION.

Definitions
“Cloud Software as a Service (SaaS)" - The capability prowded ta the consumer is to use apphcatlons made available by the

provider nunning on a cloud infrastructure. The applications are aceessible from varous client devices thraugh a thin client interface
such as a web browser (e.g., web-based email). The consumer does not manage or cantrol the underying cloud infrastructure
including network, servers, operating systems, storage, or even Iindividual appiication capabilities, with the possible exception af
limitad user-specific application configuration settings.

“Cloud Platform as a Service (PaaS)” - The capability provided {o the consumer is to deploy onte the ¢loud infrastructure consumer-
created or acquired applications crealed using programming languages and teols supparted by the provider. The consumes dees not
manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has confrol over
the deployed applications and possibly application hosting environment configurations.

“Cloud Infrastructure as a Service (JaaS)” - The capability provided to the consumer is to provision processing, slorage, networks,

. and other fundamental computing resources where the consumar Is able to deploy and run arbitrary software, which can include

operating systems and applications. The consumer does not manage or controf the underlying doud infrastructure but has control
over operating systems; storage, deployed applications, and possibly limited control of select networking compenents (e.g., host
firewalls),

“Data” - means any information, farmulae, algotithms, or other content that the: State, the State's emplayees, agents. and! end users
upload, create or madify using the Saa$ pursuant to this Contract. Data also Includes user identification information and metadata
which may contain Data of from which the State’s Data may be ascetfainable.

“Data Breach® - means any access, destruction, lass, theft, use, modification or disclasure of Data by an unauthorized party of that is
in violation of Contract terms and/or applicable state or federal law.

“Recovery Point Objective (RPO)" - means the point in time to which Data can be recovered and/or systems restored when service
ts resterad afler an interuption. The Recovery Point Objective is expressed as a length of time between the interruption and the most
proximate backup of Data Immediately preceding the interruption, The RPQ Is detailed in the SLA.

“Recovery Time Objective (RTO)" - means the period of time within which infarmation technalogy services, systems, applications
and functions must be recovered following an unplanned Interruption. The RTQ is detailed in the SLA,

Terms
SaaS AVAILABILITY: Unless otherwise stated in the Statement of Work,

The Saa$ shall be avaitable twenty-four (24) hours per day, 365 days per year {exclueling agreed-upon maintenance downtima).

If Saas monthly availabiiity averages lass than 99.9% {excluding agreed-upon maintenance downiime), the State shall be entitled to
recover damages, apply credits or use other contractual remedies as set forth in the Statement of Work.

if SaaS monthly availability averages less than 99.9% ¢excluding agreed-upon maintenance downtime), for three (3) or mare maonths
in a rolling twelve-month periad, the State may terminate the contract for material breach in accordance with the Termination for
Default provision in the General Pravisions — Information Technology.

Contractor shall provide advance written notice to the State In the manner set forth in the Statement of Work of any major upgrades o
changes that will affect the SaaS availabllity.

DATA AVAILABILITY: Unless otherwise stated in the Statement of Work,
The Data shall be avallable twenty-four (24) hours per day, 365 days per year (exchuding agreed-upon maintenance downtime}.
it Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downiime), the State shall be entitted to
recover damages, apply credits or use other contractual remedies as set forth in the Statement of Work if the Slate Is unable to
access the Data as a resutt of.

1) Acts or omission of Gontractor;

2} Acts or omissions of third parties working on behalf of Contractor;
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4,
a)

)

€

d)
@)

5)

6)

7

3) Network compromise, network intrusion, hacks, introduction of viruses, disabling devices, malware and other forms of attack
that can disrupt access to Contractor's server, to the extent such attack would; have been prevented by Contractor taking
reasonable industry standard precautions;

4) Power cutages or other telecommunications or Internet failures, to the extent such outages were within Contractor's direct
or express control.

If Data monthly availability averages less than 98, 9% (axcludmg agreed-upon maintenance downtime), for threa (3) or mare months in
a rolling twelve-month period, the State may terminate the contract for material breaach in accordance with the Termination for Default
provision in the General Provisions —~ Information Technalogy. '

SaaS and DATA SECURITY:
In addition to the Compliance with Statutes aid Regulations provision set forth in the General Provisions — Information Technology,
Contractor shall cerlify to the State:
1) The sufficiency of its security standards, tools, teehnologies and procedures in providing Saa8 under this Contract;
2) Complance with the following:
i. The Califomia Information Practices Act (Civil Code Sections 1798 et seq.);
ii. Security provisions of the Califoria State Administrative Manual {Ghapters. 5100 and 5300) and !he California Statewide:
Information Management Manual (Sections 53C, 58D, 668, 5305A, 5310A and B, 5325A and B, 5330A, B and C, 5340A,
- BandC, §3608),
fil. Undergo an annual Statement on Standards for Attestation Engagements (SSAE) No. 16 Service Organization Controk
{S0C) 2 Type I} audit. Audit results and Contractor's plan to correct any negative findings shall be made available to the
State upon request; and ’
iv. Privacy provisions of the Federal Privacy Act of 1974;
3) Compliance with applicable industry standards and guidelines, inciuding but not limited to relevant security provisions of the
Payment Card Industry (PCI) Data Security Standard (RCIDSS) including the PCIDSS Cloud Gomputing Guidelines.
Contractor shall implement and maintain all appropriate administrative, physical, technical and procedural safeguards in accordance
with section a) above at all times during the term of this Contract to secure such Data from Data Breach, pratect the Data and the
Saa$ from hacks, introduction of viruses, disabling devices, matware and other forms of malicious or inadvertent acts that can disrupt
the State's access to its Data.
Contractor shall allow the State reasonabla access to Saa$ security logs, latency statistics, and other related SaaS security data that
affect this Contract and the State's Dala, at ne cost to the State.
Contractor assumes responsibility for the security and confidentiality of the Data under its controd.
No Data shalt be copied, modified, destroyed or deleted by Contractor other than for normal eperation or maintenance of Saa$ during
the Contract period without prior written notice to and written approval by the State.

" Remote access to Data from outside the continental United States, including remote access to Data by authorized SaaS suppert staff

in identified support centers, is prohibited unless approved in advance by the State Chief Information Security Officer.

ENCRYPTION: Confidential, sensitive or personal information shall be encrypted in accordance with California State Administrative
Manual 5350.1 and California Statewide Information Management Manual 5305-A.

DATA LOCATION: Unless otherwise stated in the Statement of Wark and approved in advance by the State Chief Information

Security Officer, the physical location of Contractor's data center where the Data is: stored shall be within the continental United
States.

RIGHTS TO DATA: The parties agree that as between them, alt nghts i'ncl'udihg all inteflectuat property rights, in and to Dats shalf
remain the exclusive property of the State, and Contractor has a limited, non-exclusive license fo access and use the Data as
provided to Contractor solely for performing its obligations under the Contract. Nothing harein shall be construed to confer any license
of fight to the Data, including user tracking and exception Data within the system, by implication, estoppel or otherwise, under
copyright ar other intellectual property rights, to any third party. Unatgtherized use of Data by Contractor or third parties is prohibited.
For the purposes of this requirement, the phrase “unauthorized use”™ means the data mining of processing of data, stored or
transmitted by the service, for unrelated commercial purposes, advertising or advertising-related purposes, or for any ather purpose
other than security or service delivery analysis that is not explicitly authorized.
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8
a)

b}
c)
d)

a)

9)
a)

)
c)

d)

)

10)

TRANSITION PERIOD:
Far ninety (90) days prior to-the expiration date of this Contract, or upan notice of temmination of this Contract, Gontractor shall assist

the State in extracting and/or transitioning all Data in the format determlned by the: State (‘Transition Period™).

The Transition Period may be madified in the SOW or as agreed upon in writing by the parties in a contract amendment.

During ihe Transition Period, SaaS and Daia access shall continue 1o ba made avallable to the State-without alteration.

Gontractor agrees to compensale the State for damages or losses the State incurs, as a result of Contractor's failure: to compky with
this section in agcordance with the Limitation of Liability provision set forth in the General Provislons - Information Technology.

Unless otherwise stated in the SOW, the Gontractor shall permanently destroy of render inaccessible any postion of the Bata in '

Contractor's and/ar subconltractor's possession or contsol following the expiration of all obligations in this section. Within thiry {30}
days, Contractor shall issue a wiitten statement to the State confirming the destruction ot inaccessibility of the State’s Data,
The State at its option, may purchase additional fransition services as agreed ypon in the SOW.

DATA BREACH: Unless otherwise stated in the Statement of Work,
Upon discavery or reasonable belief of any Data Breach, Contractor shall notify the State by the faslest means available and also in
writing, with additional notification provided to the Chief Information Security Officer or designes of the contracting agency. Contractor
shall provide such notification within forty-eight {48) hours after Cantractor reasonably believes there has been such a Data Breach.
Contractor's notification shall identify.

1) The nature of the Data Breach;

2} The Data accessed, used or disclosed;

3) The person(s) who accessed, used, disciosed andior received Data (it known);

4) What Contracier has done or will do to quarantine and mitigate the Data Breach; and

5) What comective action Contractor has taken or will take to prevent future Data Breaches.
Contractor will provide daily updates, or more frequently if required by the State, regarding findings and actions perfamem by
Contractor until the Data Breach has been effectively resoived to the Stale's satisfaction,
Gontractor shali quarantine the Data Breach, ensure secura access to Data, and ropair Saa$ as needed in accordance with the SLA.
Failure to do so may result in the State exercising its aptions for assessing damages of other remedies under this Contract.
Notwithstanding anything to the contrary in the General Provisions - information Technology, in performing services under this
Contract, and ta the extent authorized by the State in the Statement of Work, Caontractor may be penmitted by the State to use
systems, or may be granted access to the State systems, which store, transmit or process State owned, licensed or maintained
computerized Data consisting of personal information, as defined by Givit Gode Section 1768.29 (g). I the Conlraclor causes or
knowingly experiences a breach aof the security of such Data,. Centractor shail immediately report any breach of security of such
systern to the Stale following discovery or notification of the breach in the security of such Data. The Slate's Chief Information
Sequrity Officer, or designee, shall determine whether notification to the individuals whese Data has been lost of breached is
appropriate. If personal information of any resident of Califomia was, or is reasonably belleved to have been -acquired by an
unauthorized person as a result of a security braach of such system and Data that is not due to the fault of the State or any person of

* gniity under the control of the State, Coniractor shall bear any and all costs associated with the Stale's notification obligations: and
‘other obligations set forth in Civil Gode Section 1798 .29 {d) as well as the cost of credit monitoring, subject te the: doliar limitation, if

any, agreed te by the State and Contracter in the applicable Statement of Wark. These costs may include, but are not limited to staff
time, material costs, postage, media announcements, and ather identifiable costs associated with the breach of the sactmty of such
personal information,

Contractor shall conduct an |n\mﬁgahon of the Data Breach and shall share the repart of the investigation with the State. The State
and/or its authorized agents shall have the right to fead (if required by law) or participate in the investigation. Contractor shall
ccoperate fully with the State, its agents and law enforcement.

DISASTER RECOVERY/BUSINESS GONTINUITY: Unless otherwise stated in the Statement of Work,
In the event of disaster or catastrophic failure that results in significant Data loss of exended loss of access to Data, Contractor shall

rolify the State by the fastest means available and also in writing, with additional notification provided to the Chief tnformation Security .

Officer or designea of the cantracting agency. Cantractor shalk provide such notification within twenty-four (24) hours after Contractor
reasonably balieves there has been such a disaster or calastrophic failure. in the neftification, Gontactor shall inform the: State of:
1) The scale and quantity of the Daia loss;
2)  What Gontractor has done or will de to recover the Data and miligate any delaterious effecrt of the Dala loss: and
3) Whal cormrective action Contractor has taken or will take to prevent future Data loss.
4)  If Contractor fails to resport immediately and remedy the fallure, the State may exercise lts options for assessing damages
or other remedies under this Contract.
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b} Contractor shall restore continuity of SaaS, restera Data in accordance with the RPQ and RTO as sat forth in the SLA, restore:
accesslbility of Data, and repair SaaS as needed to meet the performance requirements stated in the SLA. Failure to do so may result
in the State exercising its options for assessing damages or other remedies under this Contract.

¢} Contracior shall conduct an investigation of the disaster ar catastrophic fallure and shali share the report of the investigation with the

-State. The State and/or its authorized agents shall have the right to lead {if required by law) oF narﬁclpate in. the investigation.
Contractor shall cooperate full;4 with the Stale, its agents and law enforcement

11) EXAMINATION AND AUDIT: In addition to the Examinaﬁon and Audit provision set forth in the General Provisions - Information
Technology, unless otherwise stated in the Siatement of Worlk:

a) Upon advance written requast, Cenlractor agrees. that the State ot its designated representative shall have access to Contractor's
SaaS, cperational decumentation, records and databases, including online inspections, that relate to the SaaS purchased by the
State.

b}  The oniine inspection shall allow the State, its authorized agents, or a mutually acceptable third party te test that controls are im place.
and working as intended. Tests may include, but not be limited to, the following:

1) Qperating system/network vulnerability scans,

2)  Web application vulnerability scans,

3) Database application vulnerability scans, and

4). Any other scans to be performed by the State or representatives on behalf of the State.

c) After any significant Data loss or Data Breach or as a result of any disaster or catastrophic failure, Contractor will at its expense have
“an independent, industry-recognized, State-approved third party perform an information security audit.  The audit results shall be
shared with the. State within seven (7) days of Contractor’s receipt of such results. Upon Contracior receiving the results of the audit,
Contracior will provide the State with writien evidence of planned remediation within thirty (30) days and protnplly modify its security
measures in order lo meet its obligations under this Contract.

12) DISCOVERY: Contracior shall promptly notify the State upon receipt of any requests which in any way might reasenably require
access to the Data of the State or the State’s use of the SaaS. Contractor shall notify the. State by the fastest means available and
also in writing, with additional notification provided to the Chief Information Security Officer or designee of the contracting agency,
unless prohitited by law from providing such notification. Gentractor shall provide such netification within forty-eight (48) hours after
Cantractor receives the request. Contractor shall not respond to subpoenas, service of process, Public Records Adt requests, and
other legal requests direcled at Contractor regarding this Contract withaut first notifying the State untess prohibited by law from
providing such notification. Contractor agrees (o provide its Intended responses fo the State with adequate time for the State to
review, revise and, if necessary, seek a protective order in a coutt of competent jurisdiction, Contractor shall not respond to legal
requests directed at the State unless authorized in writing to do so by the State,
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